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Part I.  General Information

Introduction.  Over the past three decades, terrorists have committed acts of extreme violence to further a variety of goals.  As representatives of the United States, we are all potential victims of a terrorist attack.  This class will examine the principles and philosophies of terrorism to help you understand the motivations of terrorist groups.

Definitions.  When reviewing the definitions of terrorism and terrorist group, note that the cause or political orientation of the person or group is not mentioned.  Belief in Muslim fundamentalism or a revolutionary cause will not make someone a terrorist.  The criminal action of the individual or group, the means by which they choose to attain their goals, determines whether or not they are terrorists.

Terrorism.  Terrorism is the calculated use of unlawful violence or threat of unlawful violence to inculcate fear; intended to coerce or to intimidate governments or societies in the pursuit of goals that are generally political, religious, or ideological (MCRP 3-02E).

Terrorist Group.  A terrorist group is any element regardless of size or espoused cause, which repeatedly commits acts of violence or threatens violence in pursuit of its political, religious, or ideological objectives (JCS Pub 1-02).

History.

Ancient Terrorism.  Terrorism, not a new concept, has been a traditional tactic of the weak since the beginning of recorded history.  In 50 B.C., Julius Caesar, who was himself held hostage as a young boy, practiced the taking of political prisoners to ensure obedience of conquered tribes.  Other Roman emperors such as Tiberius (A.D. 14-37) and Caligula (A.D. 37-41) used banishment, expropriation of property, and execution as means to discourage opposition to their rule.

An early example (about 40 A.D. to 100 A.D.) of terrorism by a resistance group in opposition to the established rule involves the Siccari (dagger men).  The Sicarri, extremists who belonged to the highly organized Hebrew religious sect known as the Zealots, were an aggressive fundamentalist and nationalist organization that fought Roman occupation.  A favored tactic was to kill Romans and their Jewish collaborators in public places where they were certain to attract attention.

History also shows that Americans have been subject to terrorist attacks since the birth of our nation.  On 30 November 1782, a tentative peace treaty with the British was signed, and the new nation quickly disbanded its military establishments.  In September 1783, the last Continental Marine officer was discharged.  The United States soon learned, however, that a nation unable to defend itself fell prey to every bully on the globe.  In July of 1785, 21 American sailors were taken hostage in the Middle East.  After ten years of secret negotiations had failed, the United States Congress appropriated $10 million (20 percent of the government's total revenue) to ransom those who had not already perished.  That same year, Congress authorized the construction of six naval frigates, reestablishing the United States Navy.  The commissioning of these ships and a 1798 congressional act "establishing and organizing a Marine Corps" were accomplished to project U.S. power abroad in response to piracy and terrorism on the high seas.

Modern Terrorism.  Modern terrorism has its roots in the French Revolution.  The period from 5 September 1793 to 27 July 1794 is known as the "Reign of Terror."  Terrorism was advocated as a method of encouraging revolutionary virtue.  During this period, over 200,000 people were arbitrarily arrested; no fewer than 16,000 French men and women were executed by guillotine.  This was the first time in history that the use of violence and fear to attain political goals was labeled as terrorism.  Volumes could be written on the history of terrorism and its evolution toward the violent political tool it has become today.

Four major events in post-World War II history have directly fueled present-day terrorism:

· The success of the communist insurgent movements in China, Cuba, Rhodesia, Angola, and Nicaragua, proving that relatively small, poorly equipped movements with proper leadership can defeat larger established powers.  These countries now provide footholds in their respective regions for the spread of communism.  Although the fall of the Soviet Union has lessened communist inspired terrorism, many movements worldwide are still seeking to create a "true" communist state.  Examples are Sendero Luminoso (Shining Path) in Peru, Asala in Armenia, and the Red Brigade of Italy.

· The disastrous consequences, from the Pan-Arab point of view, of the Zionist movement and the resulting Arab-Israeli wars.  The Arab defeats of the 1960s and 1970s demonstrated the futility of attempts to remove Zionists through conventional tactics.  Arab nations used terrorism to attempt to destroy Israel through surrogacy.

· The civil unrest that was so pervasive during the 1960s and 1970s attracted many young people to radical causes.  Issues such as human rights, environmental concerns, political radicalism, and anti-Vietnam war fervor amplified this unrest.  Organizations that formed as a result of this social turmoil included the Weather Underground, the Japanese Red Army, and Symbionese Liberation Army (SLA).

· The rise of ethnic nationalism following the fall of the Soviet Union spawned a multitude of terrorist acts and movements.  Examples include Serb state-directed terrorism in Bosnia, numerous incidents in Somalia and Rwanda, and terrorist campaigns in the former Soviet states of Georgia and Azerbaijan.

Media.  In addition to these four events, the development of the terrorist's most powerful tool, modern electronic media, greatly enhanced the impact of terrorism.  Any act of violence is sure to attract millions of television viewers.  The terrorist is able to capitalize on this by gaining widespread recognition and intimidating large populations.

Perspectives of Terrorism.  Terrorism can be an emotional topic because different people will view the same act and interpret it according to their own values, experience, and prejudice—"One man's terrorist is another man's freedom fighter."  The differences between the freedom fighter and terrorist might sometimes appear clouded, but the philosophical differences are stark and fundamental.  Terrorists deliberately target innocent noncombatants.  A freedom fighter will adhere to international law and civilized standards of conduct.  Freedom fighters will attack military targets; noncombatant casualties are an aberration, attributed only to the chaos of war.

Acknowledging these differences between terrorists and freedom fighters, three perspectives of terrorism must be considered:

· How the terrorist sees himself.  In the terrorist's perspective, the end justifies the violent means.  The terrorist views himself as a legitimate combatant struggling for a righteous cause and representing the oppressed people of the world.

· How the victim views the terrorist.  The victim or friends and family of the victim see no legitimacy in the death of innocents.  The terrorists are immoral criminals.

· How the general public views the terrorist.  The terrorist strives to win the popular support of a segment of the population—its target audience.  Pressure from this target audience is what may eventually cause the government to concede to terrorist demands.  Within this target audience, the terrorist strives to foster a certain "Robin Hood" type of image.

Ideologies.  Ideology is defined as a collection of beliefs or values characteristic of an individual, group, or culture.  The ideology of a terrorist group is what binds together the members and justifies the use of violence to attain objectives.  The ideology, which motivates a terrorist, can be broken into four general categories (MCRP 3-02E):

· Political

· Nationalist-separatist

· Religious extremists

· Special interest

Political.  The beliefs of terrorist groups can range from the far left to the far right.  The table below cites some examples of different political ideologies.

	Political Ideology
	Description

	Marxist – Leninist
	Believe in a revolution of the urban workers led by a small group of revolutionary elite

	Maoist
	· Similar to Marxist-Leninists

· Seek to foment revolution from the rural areas by rallying the peasants.  The revolution will then encircle the urban areas

	Fascist
	Attempt to join all aspects of society under one supreme leader who is morally and legally authorized to make all decisions for the good of the state

	Dictatorships
	Typically believe in merging of state and business leadership


Nationalist-Separatist.  Nationalist-separatists are devoted to the interests or culture of a group of people or a nation.  Typically, nationalists share a common ethnic background and wish to establish or regain a homeland.

Religious.  Throughout history, religion has provided the impetus for many violent excesses.  A good illustration of religiously motivated terrorism is the recent trend of some religious factions using terrorist acts to bring attention to their particular ideals and goals.  They often view modernization efforts as corrupting influences on traditional culture.

Special Interest.  Various other groups such as radical environmentalists, anti-abortionists, and anti-vivisectionists (opposed to experimentation on live animals) resort to terrorism.

Support Mechanisms.  Terrorist organizations can be labeled according to how they receive support.  The three basic categories into which most terrorist organizations will fall are

· State directed

· State supported

· Non-state supported

State Directed.  This organization's activities are conducted primarily at the direction of a controlling state.  The group may even be an element of the state's security organization.  These groups often represent the "establishment" in their long-range objectives.

State Supported.  This group receives substantial outside support, but its actions are autonomous.  Its support may be conditional on certain political objectives, though the group has discretion on how these objectives will be achieved.  Most terrorist organizations today are state supported.

Non-State Supported.  This terrorist organization receives no external support and is the most dangerous type of terrorist organization.  The group must justify its actions only to itself; it has no obligation to adhere to any standards of conduct.  The non-state supported terrorist organization’s ability to sustain itself creates an extreme challenge at attempts to eliminate the group.  The New Peoples Army (NPA) of the Philippines and The Shining Path (Sendero Luminoso) in Peru are examples of non-state supported terrorist groups.

Long-Range Goals of Terrorism.  The long-range goals of terrorism will generally fall into one of three broad categories:

· Revolutionary:  Terrorism is used to force the complete overthrow of an existing government.

· Sub-revolutionary:  Terrorism is used to influence the government against its will.  Most nationalist terrorist movements around the world are this type.  The changes sought are usually political, social, or economic in nature.

· Establishment:  A regime directs terrorism against its enemies within its borders or abroad in order to protect the state from dissenting influence.  Right-wing death squads in El Salvador prior to the Durate regime are considered establishment-type terrorists.

Immediate Goals.  
A terrorist group cannot expect to achieve its long-range goals by a single action.  Terrorist groups, therefore, have typical immediate goals, which will support their long-range objectives.  These typical immediate goals are to

· Obtain worldwide or local recognition for their cause

· Cause an overreaction by the government

· Harass, weaken, or embarrass government security forces

· Obtain money and/or equipment

· Destroy facilities and disrupt lines of communication

· Discourage foreign investment and assistance programs

· Influence government decisions

· Free prisoners

· Satisfy vengeance

· Turn the tide in a guerrilla war

Common Characteristics.  Characteristics commonly associated with terrorist groups are that they

· Seek to intimidate populations by promoting and spreading fear

· Are militarily weaker than the forces they oppose

· Do not equate tactical success with mission success

· Are usually urban based

· Are highly mobile

· Usually operate covertly

Internal Organization.  
Because of the clandestine nature of terrorist groups, the driving consideration behind their organization is security.  The basic operational unit within the organization is the cell.  While the size of the cell varies, a working figure of three to five members is generally used.  The number and size of individual cells are dependent on various factors:

· Function.  The cell is task organized toward a specific job or mission.  For example, a cell that constructs a bomb might only contain one or two members, while the size of the cell that will plant the bomb might be much larger, depending on the security posture of the target.

· Government security forces.  The efficiency of security measures employed by the government in the terrorist's operational area will affect the organization's size.  Typically, the larger a group is, the more susceptible it is to compromise.

· Sophistication of the group.  The more experienced an organization is, the more efficiently it can operate.  Because of their superior communication capability, sophisticated organizations generally have smaller cells than less experienced organizations.

Types of Cells.  The types of cells found in a well-organized terrorist group will normally include the

· Operational cell:  The action arm of the group; it conducts the operational activities for the organization.

· Intelligence cell:  The most highly trained and valuable of the group's cells; it performs reconnaissance and surveillance.

· Auxiliary cell:  Generally provides logistical support for the group; it is normally larger and less compartmentalized than the other cells and may consist entirely of terrorist sympathizers rather than active cadre.

Organization.  A typical terrorist group is organized in a pyramid configuration, similar to most military organizations.  At the top will be a command responsible for ideological and political direction as well as operational planning.  Sub-commands are responsible for cells within their area of influence.  At the base are the individual cells.

Communication between cells is clandestine.  Members of adjacent cells will not know one another or the members from whom they take orders to ensure operational security.

Training.  The image of the terrorist as a highly skilled warrior is erroneous.  Due to the need for security and financial constraints, terrorists are generally limited to the types of training they can conduct.  Terrorist training programs are paramilitary in nature and are geared toward

· Mission

· Area of operation

· The security environment in which they will be operating

Training can range from internal training within a cell to external training at permanent institutions.  Countries known to conduct terrorist training programs include

· Iran

· Iraq

· Libya

· South Yemen

· Cuba

· North Korea

· Afghanistan

· Columbia

A training program may include 

· Physical conditioning

· Weapons and explosive training

· Political indoctrination

· General tactics and combat techniques

· Intelligence tradecraft

· Psychological warfare

· Survival

· Communications

Summary.  The United States spends billions of dollars each year to combat terrorism.  Many knowledgeable individuals consider terrorism and operations other than war to be the greatest threat our country currently faces.  The solution to terrorism does not lie in the simple expenditure of money.  A complete understanding of terrorist groups and how they operate is necessary to defeat them.  By removing their shroud of self-proclaimed righteousness, we see terrorists as calculating, well-trained, and violent criminals.  By developing a personal awareness of terrorism, we remove the ignorance on which the terrorist seeks to capitalize for popular support, and we can create a more difficult environment for his criminal activities.

Part II.  Understanding the Planning and Execution of Terrorist Activity

Introduction.  As a Marine officer, you are familiar with the philosophy of warfighting outlined in MCDP 1.  So is the terrorist.  Without the benefit of our publications and formal schooling, necessity has driven him to adopt a maneuverist's approach.  The terrorist, numerically and materially inferior to the established military or security forces he strives to defeat, seeks success not through the physical destruction of his enemy, but through the erosion of his enemy's moral ability to resist.  The terrorist

· Chooses targets for maximum psychological impact

· Methodically studies his enemy for any sign of weakness that he can exploit

· Will generally avoid decisive confrontations with military or paramilitary forces

· Seeks to circumvent his enemy's strength through surprise, boldness, and his own ability to leave the attack site before his enemy can react

· Fully understands his own strengths and weakness'—his success bears testimony to this

We must respect the tactical and strategic capabilities of terrorists.  Remember that as terrorists they do not differentiate between combatants and noncombatants.  Their willingness to wage battle without regard for the lives or property of innocent individuals has made us all vulnerable to their violent, unlawful activity.

Regardless of your job or place of work, you must understand how the terrorist operates in order to minimize the threat to you and your Marines.  This class is designed to help you understand the planning and execution of a terrorist operation so you can determine defensive measures you and your unit might employ to minimize the threat of terrorist attacks.

General Characteristics of Terrorist Operations.  Although attacks carried out by terrorists cover a broad spectrum of acts, a few operational characteristics are common to virtually all terrorist attacks.  Terrorist operations are

· Dynamic.  Terrorist operations are considered dynamic because of the instant, intense interaction with large populations that modern electronic media provides.  On 23 October 1983, a terrorist vehicle loaded with explosives crashed through the barricade of the US compound at the Beirut International Airport, penetrated the front entrance to the Marine BLT headquarters building, and detonated.  The media was on location immediately.  The impact of this bombing and the loss of 241 American lives were instantly felt in households across the United States.

· Relatively simple.  Terrorist operations are, by definition, simple because they are relatively easy to command, control, and support.  Imagine the difficulties a covert organization would have orchestrating and conducting a complex operation involving a large number of individuals in a hostile environment.  Terrorists try to keep operations simple and limit the numbers involved to small groups of well-trained and dedicated individuals.

· Usually hit and run.  By design, terrorist operations are always offensive.  The terrorists have neither the manpower nor logistical support to stand toe-to-toe with government forces.  By using hit and run tactics, the terrorist will use his smaller size and mobility to an advantage over larger, often cumbersome government forces.

· Designed for their impact.  Terrorist operations are designed for maximum impact on the population; this impact goes beyond the immediate victims of the attack.  Consider the difficulties and delays often experienced while traveling overseas by commercial aircraft because of increased security measures.  Additionally, x-ray machines, metal detectors, other sophisticated detection equipment, and the personnel to operate them are costly—an economic impact.

Meticulous Planning.  Though simple by design, terrorist operations are planned to the finest detail.  Extensive intelligence and sound operational considerations support this planning.  The terrorists cannot afford failure.  When they fail, they lose credibility and may suffer a loss in popular support.

Task Organization.  Small, specially trained elements that are task organized from the operations, intelligence, and auxiliary cells conduct terrorist operations.  Normally, at least three units are involved in the actual execution of a terrorist act:  command, assault, and security, in keeping with the principle of simplicity while providing an offensive capability.

Security.  Terrorists employ strict security measures throughout the planning and conduct of the operation.  Terrorists

· Use the principle of compartmentalization.  Each element is isolated from the others during the planning and rehearsal stages to prevent information leaks and compromise.

· Consider multiple targets.  The primary target is not confirmed until the last possible moment.  Several teams train to attack various targets without individual teams knowing about the other operations.  One attack group can act as a diversion for the others, increasing the likelihood of a successful attack.

Normally do not use surveillance personnel in the attack for two major reasons:

· First, the intelligence-gathering personnel spend a great deal of time around the victim or attack site.  Typically, a target will be observed for about 30 days prior to an attack.  If information-gathering personnel were to participate in the attack, a good chance exists that they would be recognized.

· Second, a great deal of time and money are used to train effective surveillance personnel.  Leaders do not want to take the chance that these people might be killed or captured during an attack.

Targeting.  The most important characteristic of a terrorist group's operation is that they target the weak and undefended.  Terrorists will attack the easiest target that will make maximum impact.

Phases of a Terrorist Incident.  Every terrorist operation contains four basic phases.  If the incident involves a negotiable item, such as a kidnap victim, a fifth phase will take place.  The table below describes these phases.

	Phase
	Description

	Pre-incident
	· The first phase

· The terrorist leaders decide on the type of operation and what they want to gain:

· A purely symbolic target, such as a statue or monument

· A practical target, such as a police station or counter-terrorism unit

· Extensive surveillance and intelligence is gathered for the operational plan

· The most secure phase for the terrorist because they probably will not conduct any illegal activities during planning or rehearsal

· Easiest to prevent an incident from happening.  Effective anti-terrorism practices and individual protective measures can cause the terrorists to abandon their plans and search for an easier target

	Initiation
	· The second phase

· Marks the physical move to begin the operation.  This is what we might refer to as crossing the line of departure

· The most dangerous time for the terrorists.  To this point they have been in complete control of the operation.  Once the act begins, however, the uncertainty of the environment, opposition, and difficulties in communication and control can begin to dominate events.  If for some reason the planned attack fails, the terrorists will generally implement a contingency plan.  The contingency plan for a kidnapping might be to kill the victim and take credit for a successful assassination rather than a bungled kidnapping

	Climax
	· The culmination of the act

· Signals the end of the attack

· Has no set time schedule

· May immediately follow the initiation phase as in the case of an assassination, where the assassination itself would be the climax.

· If there is a negotiable item involved, as in a kidnapping, the climax phase may last several hours, days, or even months.  In this case the climax phase actually includes the negotiation phase and the resolution of the confrontation between the terrorist and security forces

· Security peaks for both terrorist and law enforcement agencies.  The terrorist will typically monitor police radio frequencies and closely follow the media for any useful information.


	Phase
	Description

	Negotiation
	· Extra phase which occurs in an operation where the terrorists have taken a negotiable item, such as a hostage

· Characterized by

· Terrorist demands

· Deadlines

· Talks

· Trade-offs

· Terrorist will often prolong this phase as long as possible to maximize news coverage and publicity.  In all likelihood, they will maintain communications with a higher headquarters to provide them with guidance and additional information about the overall situation.

· The terrorists may make numerous demands, but one demand that is almost always present is transportation to a safe haven, usually to a nation that is sympathetic to their cause

	Post-incident
	· Last phase

· Extremely important to the terrorists

· Terrorists will

· Regroup and discuss the operation to determine what went well and what went wrong

· Often shared lessons learned with other organizations so they too can improve their operational skills

· In the absence of a negotiation phase, the terrorist will exploit the media at this time


Common Terrorist Acts.  The most common terrorist acts are

· Bombings

· Kidnappings

· Hostage taking

· Hijackings

· Skyjackings

· Assassinations

· Armed assaults

· Arson

· Maiming

Bombings.  Bombings are by far the most popular method of terrorist attack.  The purpose of a bombing is to

· Gather headlines

· Create fear

· Destroy personnel or property

Relatively low-risk and inexpensive, bombings provide an excellent way for a small, relatively weak organization to attack a stronger opponent.  Bombs may range from small soap dish-type devices to vehicles carrying tons of explosives.  From watching the media, we are all familiar with the variety of methods terrorist groups use to plant explosive devices.  A few selected techniques that terrorists have found successful and continue to employ are

· Courier bombs.  The Provisional Irish Republican Army (PIRA) uses a technique by which a tag with the courier's name and address is attached to a safe arming wire that must be removed to activate the bomb.  The group is assured that the courier will either activate the bomb or risk arrest by authorities when the bomb is discovered.

· Proxy bombings.  This is a technique recently employed both in Ireland and the Middle East.  The terrorist organization kidnaps a family member of a legitimate employee of the intended target facility.  The terrorist threatens to harm the family member unless the employee, using legitimate identification, gains access to the attack site and delivers the bomb.  The 1983 bombing of the French embassy in Beirut was accomplished using a "proxy" car bomb.

· Decoy bombs.  In this type of bombing a small decoy bomb will be exploded first.  After sufficient time has elapsed for emergency services, police, and onlookers to congregate around the blast site, a second, larger device is detonated in the area.

· Inert bombs.  Even without planting an explosive device, the terrorist can instill fear and gain media attention.  A major problem authorities face when arriving at the site of a suspect device is determining whether the bomb is explosive or inert.  If the terrorists have conducted several successful bombings in the past, the possibility of a hoax is more likely.  In all cases, the devices, explosive or not, will have to be treated as actual bombs.

Kidnapping.  Hostage-taking incidents demand a high degree of expertise and planning; usually only groups who have developed a high degree of proficiency in other less sophisticated acts perform them.  Kidnapping, the most difficult action for a group to successfully accomplish, involves a negotiation phase and often a confrontation with authorities, placing extremely difficult security requirements on the group.  Despite these difficulties, a successful kidnapping can provide the terrorists with

· Money

· The release of jailed comrades

· Publicity for an extended period of time

Kidnapping has become so common in Columbia that large businesses have pulled out personnel, thus contributing to already serious economic conditions.  Once an individual has been targeted, the terrorists have two broad methods of abduction from which to choose.  The individual can either be

· Taken from a static location

· Captured while en route between static locations

Static locations include the subject's residence, place of work, or any location he frequents on a regular basis.

Steps specific to a kidnapping are to

· Penetrate the target area.  Terrorists are limited only by their imagination in gaining access to different locations.  Penetration may occur during the initiation phase or the actual attack itself.  Terrorists often pose as repairmen, survey takers, salesmen, policemen, or simply average citizens asking for information.

· Gain control of the victim.  Terrorists are quite prepared to do whatever is necessary to accomplish their mission.  Violence is often necessary and usually planned.  It is in the terrorist's interest to ensure the health of the victim if he is to be used as a bargaining chip.  This does not preclude the killing of bodyguards or individuals who will interfere with the operation.  Should the victim resist too much or attempt to flee, the kidnappers may resort to an alternate plan, such as an assassination.  This was the case when the US ambassador to Guatemala, John Gordon Mein, who was gunned down as he attempted to escape capture on 28 August 1968.

· Remove the victim.  The victim must be removed and held without being detected.  The terrorists will probably bind and gag him and will often administer a sedative to calm him.  The victim may be removed from the attack site in a cardboard box, a carpet roll, or any type of innocent-looking container.

· Transfer the victim.  When transferring the victim to and from holding sites, the terrorists will often try to cover their tracks by changing vehicles and their appearance.  In February 1988, US and Amal security forces reported that kidnapped USMC Lieutenant Colonel Higgins (a member of the UN peacekeeping forces in southern Lebanon) was initially driven away in a brown Volvo.  They further stated that several brown Volvos sped away from the kidnapping site in different directions.

Hostage Taking.  This usually is an overt seizure of one or more individuals with the intent of gaining publicity or other concessions in return for release of the hostage.  While dramatic, hostage and hostage barricade situations are risky for the perpetrator.

Hijackings.  Hijacking is the seizure by force of a surface vehicle, its passengers, and any of its cargo for the purpose of

· Disrupting the economy

· Embarrassing the government

· Gaining popular support

The hijacking of trucks carrying food staples is common in Latin America.  The terrorists then distribute the seized goods to the poor along with propaganda advertising their cause.

Skyjacking.  Skyjacking is a special case of hijacking that involves an aircraft and creates a mobile hostage barricade.  In many cases, skyjacking will allow the terrorists to transport themselves and their hostages to a sympathetic country to conduct negotiations.  The terrorists will evaluate many factors prior to hijacking an aircraft:

· Airline.  Even though a country such as Israel may be targeted, an Israeli flag carrier may not be targeted.  Other airlines such as Pan Am or TWA may be singled out because they carry large numbers of Israeli citizens and their security measures are more easily penetrated.

· Aircraft.  The terrorist will evaluate the specific aircraft based on its characteristics and capabilities.  The Boeing 727, proven to be the most popular aircraft with terrorists, is fairly small and will generally have only one passenger compartment, allowing for easy takeover and control.  Attempting to seize and maintain control of a large aircraft with multiple levels and passenger compartments (Boeing 747) poses significant problems.

· Time and date.  The time and date of an attack is often selected for symbolic reasons.  The takeover might occur on an important date in the group's history or take advantage of the targeted group's holidays.  If this is done and a heavily trafficked airline is selected, the effect is magnified.

· Site.  Intelligence personnel will gather information concerning the aircraft and the airport’s security measures.  This is often as simple as purchasing a ticket for the desired flight number and taking the flight in advance.

· Security.  Terrorists worry about getting themselves and their weapons through manned security checkpoints.  They will then monitor security measures and find a weak point.  A recent report stated that Iran operates a school to teach airport operations to terrorists:  Iran Air supplements hands-on training and practical application.

· Takeover.  Takeover generally occurs 15 to 60 minutes after takeoff.  At this point, the aircraft is reaching cruising altitude and persons moving about the aisles will not be considered suspicious.  The aircraft has most of its fuel, allowing the terrorist maximum flexibility during negotiations.

· Climax.  The climax of a skyjacking will involve

· The passengers being killed or set free (with or without terrorist demands being met)

· The plane being blown up

· A rescue attempt being made

Assassinations.  An assassination is the killing, usually by small arms or bombs, of a pre-selected victim,.  The techniques for carrying out an assassination run from a lone attacker with a gun to a well placed weapons or explosive ambush.  Most attacks take place near the victim's residence as he leaves for work in the morning.

Armed Assaults.  The two forms of armed assault are the

· Raid.  Bank robberies are considered a type of raid.  Raids on facilities are usually undertaken for one of three purposes:

· To gain access to radio and television broadcast facilities

· To demonstrate the government's inability to protect personnel or critical facilities

· To fulfill logistical requirements

· Ambush.  An ambush is generally conducted to kill or kidnap victims.  A well-planned terrorist ambush will rarely fail.  The terrorists will generally spend weeks preparing for these attacks.  The attacks are very well planned, include diversions, are extensively rehearsed, and are precisely executed.

Arson.  Terrorist groups that are not well organized, armed, or equipped, can conduct arson.  Even in countries with strict gun control laws, an inexperienced group will have access to matches and gasoline.  As simple as arson is, it can still gain headlines, destroy property, and instill fear.

Maiming.  Maiming is a particularly cruel act often reserved for administering justice to disloyal members.  The effectiveness of maiming goes beyond the victim; it also serves as a living reminder to other would-be traitors.  The PIRA and the Red Brigade use kneecapping as a popular maiming technique.  A bullet or electric drill is used to punch a hole through the victim's knee from the back of the leg.  As of 1987, there were 1500 kneecappings in Northern Ireland.

Weapons.  Terrorists use weapons that range from the old and obsolete to modern state-of-the-art weaponry with mass destruction capability.  Standoff weapons have emerged as the new technology in armed assaults; they allow the terrorists to lower their risk by avoiding direct confrontation with security forces.  These weapons include suitcase-sized wire-guided missiles, shoulder-fired rockets, and truck-mounted mortars.  Generally, terrorists will choose their weapons according to the 

· Availability.  The weapons must be available in the country in which the attack is to occur, or the terrorist must be able to acquire them somewhere else and transport them to the attack site.

· Concealability.  Terrorists prefer the smallest weapon with the necessary firepower.  The terrorist is a criminal and must be able to hide the tools of his trade.

· Firepower.  The mission dictates the firepower.  If a .22 caliber pistol is sufficient to accomplish an assassination then the terrorist will not use something as conspicuous as an AK-47.  If maximum firepower is required for an armed assault, then light, easily maneuverable machine pistols or machine guns, such as the MAC-10 or MP-5K, will be the weapons of choice.

· Simplicity.  Terrorists avoid weapons with multiple safeties or additional features.  The weapons must be simple to operate, clean, and maintain.  These weapons include, but are not limited to, the

· TT-33mm single action automatic pistol

· VZ-63 (Scorpion) 7.65mm machine pistol

· AK series of assault rifles

Weapons Suppliers.  The major suppliers of weapons to terrorist groups are

· Libya

· Syria

· Cuba

· Nicaragua

· Iran

Until recently, the former Soviet Union has been a significant source of indirect assistance, usually under the pretext of aiding "national liberation movements."  This allowed the former Soviets separation and provided plausible denial, or lack of public accountability, for aiding global terrorism.

One country that has not done quite so well in distancing itself from its terrorist activities is Libya.  After the 1984 murder of a British policewoman, Yvonne Fletcher, outside the Libyan Peoples Bureau in London, British authorities searched the embassy and found large quantities of weapons.  This confirmed what had long been suspected:  Libyan diplomats had been supplying weapons and explosives across international borders to terrorists.  Libya’s diplomatic facilities have also served as safe houses for fugitive terrorists.

Summary.  The most evident characteristics of terrorist operations are that they are well planned and violently executed.  Terrorists go to great lengths to ensure their operations are successful.  If we can begin to understand the mechanics involved in the conduct of a terrorist attack and increase our awareness of our surroundings, we will be better able to protect ourselves and those for whom we are responsible.

Part III.  Measures to Combat Terrorism

Definitions.
Anti-terrorism.  Anti-terrorism are defensive measures used to reduce the vulnerability of individuals and property to terrorist acts, to include limited response and containment by local military forces (JCS Pub 1-02).

Counter-terrorism.  Counter-terrorism are offensive measures taken to prevent, deter, and respond to terrorism (JCS Pub).

Combating Terrorism.  Combatting terrorism are actions including anti-terrorism and counter-terrorism taken to oppose terrorism throughout the entire threat spectrum (JCS Pub 1-02).

USMC Terrorism Counteraction Planning.  
A seven-step model for planning operations to defeat terrorism has been developed which, regardless of your level of command, can assist your planning in a terrorist environment.  The model (see diagram page 13) covers seven basic areas:

· The first seven areas are proactive:

· Threat analysis

· Critical and vulnerability assessment (determine key assets)

· Operations security

· Personnel security

· Physical security

· Awareness education and training

· Planning crisis management

· The final area is reactive.  Performing crisis management counter-action operations

Proactive steps are directed toward the planning and prevention of terrorist attacks.  A study of terrorist operations shows that the best chance of success lies in the proactive phases; prevention is always the best posture.

The reactive step involves your response once an attack has been initiated.  Despite comprehensive preventative measures, a determined terrorist may attack a well-defended target if the end result can justify the risk.  You must never become complacent.
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Threat Analysis.  Terrorism knows no rules or boundaries—only objectives.  Effective counteraction requires knowledge of terrorist goals and capabilities (OH 7-14, Terrorism Counteraction).

As with tactical planning, an effective counter-terrorism/anti-terrorism plan relies on a solid estimate of the situation.  Various sources of information are available which can assist you in estimating the threat.  Some of these sources are

· The S-2

· Open source publications--perhaps the most overlooked, yet valuable sources of reliable information.  These sources include

· Newspapers

· Magazines

· Commercial reports on threats to overseas businesses

· Persons familiar with the area

· DOD anti-terrorism schools

· US embassy/military group

· Host country sources such as police, military, and government agencies

Specific information to consider when assessing vulnerability to a terrorist group is the

· Operational capability:  mass casualty, personnel attacks, group’s potential for violence

· Intentions:  recent substantial attacks, attack elsewhere, anti-US, anti-host nation, preferred tactics

· Activity:  present, safe haven, credible specific targeting, methods of operation

· Operating environment:  external influences, host nation security, popular support

Use Information Gained.  The knowledge you gain about the enemy is of no value unless it directs your actions.

Security.  Security is defined as "those measures taken by a military unit, activity, or installation to protect itself against all acts designed to, or that may, impair its effectiveness.  Every commander is responsible for the protection of his installation/unit whether in garrison, forward deployment, or combat.  No unit is secure unless it is protected in all directions from which an attack may come, whether from the front, the flanks, the rear, or the air" (OH 7-14).

When faced with a terrorist or unconventional threat, consider these six basic forms of security:

· Tactical security

· Rear area security

· Signal security

· Operational security

· Physical security

· Personnel security

The first three types of security have been or will be addressed during your instruction at this school.  This lesson will focus on the latter three.  All aspects of security must be considered when planning in an unconventional environment.

Operational Security (OPSEC).  Operational security is a process of identifying critical information and subsequently analyzing friendly actions attendant to military operations and other activities to identify those actions that adversary intelligence systems can observe.  OPSEC identifies indicators that hostile intelligence systems might obtain that could be interpreted or pieced together to derive critical information in time to be useful to adversaries.  OPSEC allows you to select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation (JCS Pub 3-07.2).

OPSEC is probably the least expensive, but most overlooked, aspect of security.  The foundations of a good operational security program (JCS Pub 3-07.2) are

· Deny intelligence and information to terrorists

· Avoid rigid operational routines

· Be familiar with techniques the terrorists use to collect information

· Integrate operations security into physical security and personal security programs

· Develop essential elements of friendly information to facilitate and focus efforts to deny information to terrorists

The objective of OPSEC is to deny the enemy information.  The most common sources of information are

· Signals intelligence.  Signals intelligence is the acquisition of information through the interception of communication signals.  Signals intelligence counter-measures include effective communication and information security.

· Photo intelligence.  Photo intelligence can involve the photographing of activities from aircraft, high terrain, or automobiles.  Counter-measures include counter-intelligence, counter-surveillance, and access control.

Human intelligence.  Human intelligence most often provides information to the enemy through monitoring casual conversations and the planting of agents.  Counter this by training personnel and generating awareness of the enemy intelligence threat, and through counter-surveillance and counterintelligence.

· Operational patterns.  The enemy can gain information by observing operational patterns.  Counter this by randomizing operations and employing deception.

Physical Security.  Physical security is defined as "that part of security concerned with physical measures designed to safeguard personnel, to prevent unauthorized access to equipment, installations, material and documents, and to safeguard them against espionage, sabotage, damage, and theft" (JCS Pub 1-02).  An effective physical security plan is designed to deny, delay, deter, and detect the enemy.  Physical security consists of a defense in depth that involves both active and passive security measures.

Passive Security Measures.  Passive security measures may require considerable effort to establish, but once in place require few, if any, Marines for support.  Several of these measures are obstacles; therefore, considerations taught during engineering and defensive classes regarding obstacle planning apply.

Barriers are the most common passive security measure.  They may be either natural or manmade.

Fences are manmade barriers that can define a perimeter, canalize, and limit access points.  To maximize the effectiveness of a fence, clear zones are generally established inside and outside the perimeter to deny the enemy cover and concealment while providing security forces with good fields of fire.

Alarm systems can provide extensive surveillance while economizing manpower.

Lighting can be employed to increase the risk to the intruder.  Eliminating the cover of darkness will restrict the enemy's free movement.  Effective lighting can also provide concealment for security forces.

Active Security Measures.  
Patrols can detect, deter, apprehend, and/or destroy the enemy.  The considerations for employing a patrol in support of physical security differ little from those of patrols supporting tactical security.  Depending on the environment, rules of engagement (ROE) are likely to be an overriding concern.  Ensure that all members of your unit understand and adhere to ROE.

Sentries typically provide access control, surveillance, and random searches.  When an interior guard is established, attention must be paid to guard orders and passive measures which will support the sentry.

Personnel Security.  Take personnel security measures to reduce an individual's vulnerability to terrorist attacks.  These measures include self-protection measures, personal security, and protective services.  What follows are personal security and self-protection measures:  actions you and your Marines might take to protect yourselves.

Identify the Threat.  Every person has a natural instinct to survive.  Quite often, through ignorance, we also imagine ourselves as indestructible.  Recognizing that a legitimate threat to our well-being exists is the first step to ensuring that you and your Marines incorporate proper individual protective measures.

Deterrents to Terrorism.  "When you are hungry, it is foolish to hunt a tiger when there are plenty of sheep to be had" (terrorist proverb).  During your class on terrorist operations, you learned that most terrorist attacks are meticulously planned and involve extensive surveillance of the intended victim and attack site.  The terrorist is success oriented; he will attack the easiest target that will contribute to his goals.  This principle forms the basis for a personal security plan:  You must attempt to make yourself a "hard" target.  Keeping this in mind, a few measures are obvious but extremely effective in deterring the terrorist:

· Apply alertness, common sense, and personal initiative in taking security measures.

· Vary your routine. A terrorist planning a deliberate attack will be forced to find a more predictable target.

Self-Protective Measures.  Additional measures you can employ to be a "hard" target are to

· Establish points of contact

· Stay mentally prepared for an attack and know what to do in emergencies

· Carry identification documents that are bilingual, state blood type, and carry necessary medical alerts (MCRP 3-02E, B-17 and B-18)

· Avoid revealing plans and don't talk to strangers

· Keep a low profile and avoid wearing your uniform in public.  A terrorist may perceive you as a potential target by identifying you as an American or a representative of the United States government

· Don't flash around large sums of cash

· Avoid civil disturbances/riots

· Vary methods of transportation.  Use what the locals use, generally a bus

· Avoid shortcuts and deserted streets when walking.  Stay on established and secure routes

· Avoid going out alone.  Ensure that both you and your Marines use the buddy system.

Summary.  This class has covered quite a bit of information.  Merely knowing this information will not deter a terrorist; however, knowing and applying it can.  Whether or not your unit becomes the victim of a terrorist attack could largely depend on your action or inaction.  Initiative is paramount.  To acknowledge the threat only after an attack is to grant your enemy success.
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