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SECURITY OF CLASSIFIED MATERIAL

Terminology

	Term
	Definition

	Classified information
	Official information which has been

· Determined to require, in the interests of national security, protection against unauthorized disclosure

· So identified by the assignment of a security classification

	Classified material
	A document or any media upon which classified information is recorded or embodied

	Security
	Establishment of a protected environment for classified information and material

	Access
	· Ability and opportunity to obtain knowledge of classified information

· Possession of classified material

	Need to know
	Necessity for

· Access to knowledge

· Possession of classified information

to carry out official military or government duties

	Clearance
	An administrative determination by a designated authority that an individual is eligible for access to classified information of a specific classification designation or less


Classification Designators

Classification designators are those markings given to classified material, dependent on the content, into these categories:

· TOP SECRET - applied to material whose unauthorized disclosure can be expected to cause exceptionally grave damage to U.S. national security.

· SECRET - applied to material whose unauthorized disclosure could be expected to cause serious damage to national security.

· CONFIDENTIAL - applied to material whose unauthorized disclosure could be expected to cause identifiable damage to national security.

· Unclassified and/or for official use only (FOUO) –applied to material which does not fall into one of the other categories.  FOUO designates unclassified information or material that as a matter of course is not released outside the Department of Defense.

Classification Authority

Original Classification Authority.  The Secretary of the Navy severely restricts the power to classify new material or information that is not derived from previously existing material or information.

Derivative Classification Authority.  This power is inherent to all personnel who work with classified material and information.  Specifically, if you produce or extract classified material or information from other classified material, you are responsible for classifying the newly created material to the appropriate level.  Derivative classification authority must be exercised daily to ensure security.

Personal Security Clearances

In addition to the proper clearance, an individual must have a need to know to be granted access to classified material or information.

Interim clearance is granted for six months until the requested investigations are complete.  The individual's commanding officer bears the responsibility for interim clearance.

Final clearance is granted upon completion of all investigative requirements.  The Department of the Navy Central Adjudication Facility is the issuing authority.  Commanding officer's assent is required.

The three levels of personal security clearance are

· Top Secret - based on a single scope background investigation

· Secret - based on a favorable national agency check

· Confidential - based on a favorable national agency check

Billet and Individual Responsibilities

Commanding Officers.

· Are directly responsible and, therefore, accountable for all matters pertaining to the security of classified material and information held or used by their commands.

· Must ensure that

· Physical security is adequate and maintained

· All subordinates who routinely handle classified material receive formal, specialized instruction

· The entire command receives an annual security brief

· Must establish and review the inspection procedures for the Classified Material Control Center (CMCC).

· Must continually evaluate personnel with regard to their eligibility for access including

· Clearances

· Need to know

Security Managers
· Are assigned by CO; usually the battalion XO

· Investigate all security violations and suspected compromises of classified information and material

· Develop the unit SOP and emergency plans

· Supervise

· Accounting and control procedures

· The S-2 to ensure personnel have appropriate clearances for the level of material with which they work

· Are responsible for outside visitors to the command

Custodians
· Store classified material in containers appropriate for the classification level of material being stored

· Receive, distribute, and account for classified material

· Destroy unneeded, unused, and superseded material

· Three different custodians in an infantry battalion are

· Classified material control custodian (CMCC)

· Normally the S-1/Adjutant

· Handles classified material such as operation orders, message traffic, publications, manuals, etc.

· Generally, controls/handles classified material that is not communication-oriented

· Communication security material system (CMS) custodian

· Assigned by Bn CO

· Usually headed by S-6/communications staff noncommissioned officer(SNCO)

· Generally, handles classified material associated with communications, such as: key tapes, operation codes, AKAC-874s, automated communication electronics operating instructions (ACEOIs), etc.

· Information systems security manager (ISSM)

· Assigned by Bn CO

· Usually headed by S-6/communications officer

· Generally handles classified material associated with computers and data such as SIPRNET

Unit Intelligence Officer (S-2)
· Initiates and monitors the progress of security investigations

· Informs the commanding officer of all changes to individual security clearances.  Individuals report to the S-2 to obtain or upgrade a security clearance

· Usually assigned as assistant security manager

Individual Marines
· Report all security violations or suspected compromises to the security manager immediately.

· Use classified material in a controlled environment that limits the number of people who have access to it.

· Cover or close material if uncleared personnel approach.

· Never leave classified material unsecured.

· Never take classified material home.

· Memorize safe combinations; written records of combinations are only maintained in the CMCC and may not be held by any individual.

· Store nothing valuable with classified material.

· Do not discuss classified material with anyone other than cleared personnel with need to know.

· Destroy material exactly when told to and use the prescribed method.

· Treat derivative classified material with the same respect as original material.

· Are familiar with the emergency destruction plan.

· Report all contacts with foreign nationals from hostile countries.

Personal Conduct Standards

Security clearances are issued to trustworthy and competent personnel who are required to work with classified information and material.  Clearances may be denied or revoked and access suspended if an individual violates the established standards.  Standard are established for the following areas:

· Loyalty

· Foreign preference

· Security responsibility safeguards

· Criminal conduct

· Mental or emotional disorders

· Foreign connections

· Financial affairs

· Alcohol abuse

· Drug abuse

· Integrity

Summary.  The security of classified material is a matter of such grave importance that nothing can be left to chance.  Security demands the efforts of all Marines.  As an officer, you are required to report any incident that you believe is a security violation, educate your subordinates in the importance and procedures of handling classified materials, and maintain your personal conduct standards.


1
December 2002

4
December 2002

