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Operational Risk Assessment

By its nature, uncertainty invariably involves the estimation and acceptance of risk…Risk may be related to gain; greater potential gain often requires greater risk.

--MCDP1, Warfighting

Introduction.  Uncertainty is a fundamental attribute of war.  As Marine leaders it is our responsibility to balance the requirements of mission success with the inherent risks associated with military action.  Risk decision-making is in no way a new concept to Marine leaders.  However, the approach to risk and degree of success in dealing with it have varied widely depending on the leader and his or her level of training and experience.  Operational risk management (ORM), through the implementation of proactive operational risk assessment (ORA), is a proven, effective, common sense process for maintaining readiness in peacetime and achieving success in combat and training without infringing on the prerogatives of the commander.  Historically, the greater percentage of losses during combat operations was due to mishaps.  Unnecessary losses either in battle of during training are detrimental to operational capability.

What is ORM?  Operational risk management (ORM) is the process of dealing with risk associated with military operations which includes

· Risk assessment

· Risk decision-making

· Implementation of effective risk controls

The ORM mission is to enhance operational capability at all levels while minimizing risk.

What is ORA?  Operational risk assessment (ORA) is the ORM process in action.  Risk assessment involves

· Proactively detecting and mitigating the individual hazards

· Assessing associated risks for an operational event

CMC Guidance.  In MCO 3500.27A, the CMC directs that ORM be integrated into all levels of a command.  Therefore, as a Marine officer, you shall promote and develop the use and execution of ORM within your unit.  Leaders must ensure that ORM is applied to operations during the earliest possible planning stages.

The CMC directs that unit commanders at all levels shall
· Provide training to command personnel on the ORM principles and process.  As Marine leaders, we must educate our Marines on the principles of ORM and the application of ORA in training as well as in off-duty activities.  The CMC has tasked us with developing in our subordinates an ORM “mind set”/habitual pattern that will help them make good risk decisions on and off duty.  ORM is not a checklist but a common sense method of reducing unnecessary risk.  Challenge your Marines to learn this process by

· Incorporating identified hazards, risk assessments, and controls into briefs, notices, and written plans.  ORM must be a proactive vice reactive process.  ORM and risk assessment must be an integral part of your planning process.

· Conducting a thorough risk assessment for all new or complex evolutions, defining acceptable risk and possible contingencies for each evolution.  As leaders, we must assess the risk of all training evolutions, big or small.  New of complex evolutions require particular attention to detail with respect to ORM; the increased risk and new hazards  must be addressed before execution.

· Addressing the ORM process in safety, training, and lessons learned reports.  Reports should comment on hazards, risk assessments, and effectiveness of the controls that were implemented.  ORM does not end at the completion of a training evolution.  As leaders, you must thoroughly debrief all training evolutions and highlight all lessons learned.  Get your Marines involved in the debrief process; they will see things you may have missed and will have valuable suggestions to enhance future evolutions.

· Inform the chain of command on the hazards that cannot be controlled or mitigated at their command level.  As a junior officer, you will not be expected to know everything.  If you encounter a hazard beyond your control, seek guidance from higher!  Throughout the ORM process, seek advice from seniors and experienced subordinates; don’t plan in a vacuum.  Learn from your mistakes and the mistakes of others.  Tap into the experiences of others; above all, seek help during planning and execution!  You owe it to your Marines to make informed risk decisions.

ORM Concept.  ORM is a common sense approach to decision making at all levels.  An effective decision-making tool that helps leaders make informed risk decisions through proper planning, ORM minimizes risk to acceptable levels commensurate with mission accomplishment.  The amount of risk we take in war is much greater than what we should be willing to take in peace, but the process is the same.  Applying the ORM process will

· Reduce mishaps

· Lower costs

· Provide more efficient use of resource

ORM Terms.  The table below defines three critical terms in ORM.

	Term
	Definition

	Hazard
	A condition with the potential to cause personal injury or death, property damage, or mission degradation

	Risk
	An expression of possible loss in terms of severity and probability

	Control
	With respect to risk assessment, a control is a deterrent developed to mitigate a noted hazard in order to reduce unnecessary risk


Principles of ORM.  The table below explains the principles of ORM.

	ORM Principle
	Explanation

	Accept risk when benefits outweigh the cost.
	Our tradition is built upon principles of seizing the initiative and taking decisive action.  The goal of ORM is not to eliminate all risk but to manage the risk so that the mission can be accomplished with the minimum amount of loss or injury to our personnel.  If it is determined that the costs outweigh the benefits, a new course of action should be investigated.

	Accept no unnecessary risk
	We should clearly understand that the acceptance of risk does not equate to the imprudent willingness to gamble.  Leaders shall accept only risks that are necessary to accomplish the mission.

	Anticipate and manage risk by planning
	Risks are more easily controlled when they are identified early in the planning process

	Make risk decisions at the right level
	Risk management decisions are best made by the leader directly responsible for the operation.  The critical elements in making effective risk management decisions are the

· Prudence

· Experience

· Judgment

· Intuition

· Situational awareness

of leaders directly involved in the planning and execution of the mission.  When the leader responsible for executing the mission determines that the risk associated with that mission cannot be controlled at his level, or goes beyond the commander’s stated intent, that leader shall elevate the decision to the chain of command.


ORM/Risk Assessment Process Levels.  The ORM process exists on three levels:

· Time-critical

· Deliberate

· In-depth

The commander selects which level based upon the

· Mission

· Situation

· Time available

· Proficiency level of personnel

· Assets available

While it would be preferable to perform a deliberate or in-depth risk management process for all evolutions, the time and resources to do so will not always be available.  One objective of ORM training is to develop sufficient proficiency in applying the process so that ORM becomes an automatic or intuitive part of our decision-making methodology.  In the operational environment, leaders should be able to employ this time-critical process to make sound, timely decisions that generate tempo and facilitate decisive results.

The table below describes the three levels of the ORM process.

	Level
	Description

	Time-critical
	· An “on the run” mental or oral review of the situation using the five-step process without recording the information on paper

· Experienced personnel employ this level to consider risk while making decisions in a time-compressed situation

· Is the normal level of ORM used

· During the execution phase of training or operations

· In planning during crisis response scenarios

	Deliberate
	· Application of the complete five-step process in planning operations or evaluating procedures

· Uses primarily experience and brainstorming to identify hazards and develop controls; therefore most effective when done in a group

· Examples:

· Planning upcoming operations

· Review of standard operating, maintenance, or training procedures

· Damage control/disaster response planning

	In-depth
	· Thoroughly studying the hazards and their associated risk in a complex operation or system or hazards that are not well understood

· Examples

· Long-term planning of complex operations

· Introduction of new equipment, materials, or missions

· Development of tactics and training curricula

· Major system overhaul or repair


Five-Step ORA Process.  The table below describes the five steps of the ORA process (see diagram below).
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	Step
	Action
	Explanation

	1
	Identify hazards
	· Begin with an outline or chart of the major steps in the operation (operational analysis).  Look at the operation or task from all stages—before, during, and after the event.

· Next, conduct a preliminary hazard analysis by listing all of the individual hazards associated with each step in the operational analysis along with possible causes for those hazards.

	2
	Assess hazards
	For each individual hazard identified in step 1, determine the associated degree of risk in terms of probability and severity.  Use a risk assessment matrix to help you quantify and assess the severity and probability of these hazards.

	3
	Make risk decisions
	· Make an informed, well thought-out decision without losing sight of mission accomplishment.  Once you have quantified your hazards, develop risk control options:

· A control is used to mitigate a hazard.

· Start with the most serious risk first and select controls that will reduce the risk to a minimum consistent with mission accomplishment

· With selected controls in place, decide if the benefit of the operation outweighs the risk.  If

· Risk outweighs benefit

· Assistance is required to implement controls


communicate with higher authority in the chain of command


	Step
	Action
	Explanation

	4
	Implement controls
	Once controls have been created, plan for and execute their implementation.  You may use the measures below (listed in order of preference) to eliminate hazards or reduce the degree of risk:

· Administrative controls:  controls that reduce risks through specific administrative actions, such as

· Providing suitable warning, markings, placards, signs, and notices

· Establishing written policies, programs, instructions, and standard operating procedures (SOPs)

· Training personnel to recognize hazards and take appropriate precautionary measures

· Limiting the exposure to a hazard (by reducing the number of personnel/asset or the length of time they are exposed)

· Personal protective equipment:  Serves as a barrier between personnel and a hazard; should be used when other controls do not reduce the hazard to an acceptable level

	5
	Supervise
	· The first four steps are useless if someone does not supervise during execution.  Conduct follow-up evaluations of the controls to

· Ensure they remain in place and have the desired effect

· Identify unexpected, new hazards that arose which require time critical control development, risk decisions, and control implementation

· As a leader, take immediate corrective action when necessary.  The ORM training you give your Marines will arm them with the ability to make good risk decisions in a fluid environment in accordance with your intent.

· Close the ORM loop by thoroughly debriefing each event.  You may document lessons learned to

· Share with others in the command

· Apply to future evolutions


Risk Assessment Matrix.  You may use a matrix to accomplish the second step of the ORM process.  Using a matrix to quantify and prioritize the risk(s) does not decrease the inherently subjective nature of risk assessment; however, it does provide a consistent framework for evaluating risk.  Although different matrices may be used for various applications, any risk assessment tool should include the elements of

· Hazard severity

· Mishap probability

The risk assessment code (RAC) that a matrix defines represents the degree of risk associated with a hazard considering potential

· Mishap severity

· Mishap probability

While the determined degree of risk is subjective in nature, the RAC accurately reflects the relative amount of perceived risk between various hazards.

Risk Assessment Code.  The RAC is derived from the ORM matrix below:
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The RAC is an expression of risk that combines the elements of hazard severity and mishap probability.  Using the matrix shown above, the RAC is expressed as a single Arabic number that can be used to help determine hazard abatement priorities.  In some cases, the worst credible consequence of a hazard may not correspond to the highest RAC for that hazard.

For example, one hazard may have two potential consequences.  The severity of the worst consequence “I” may be unlikely “D”, resulting in a RAC of “3”.  The severity of the lesser consequence “II” may be probable “B”, resulting in a RAC of “2”.  Therefore, you must also consider less severe consequences of a hazard if they are more likely than the worst credible consequence since this combination may actually present a greater overall risk.

Hazard Severity.  Hazard severity is an assessment of the worst credible consequence that can occur as a result of a hazard.  Severity is defined by potential

· Degree of injury, illness, property damage

· Loss of assets (time, money, personnel)

· Effect on mission

The combination of two or more hazards may increase the overall level of risk.  Hazard severity will never change regardless of what controls are applied during risk assessment!  Hazard severity categories are assigned as Roman numerals according to the criteria in the table below.

	Hazard Severity Category
	The Hazard…

	I
	May cause

· Death

· Loss of facility/asset

· Grave damage to national interests

	II
	May cause

· Severe injury

· Illness

· Property damage

· Damage to national or service interests

· Degradation to efficient use of assets

	III
	May cause

· Minor injury

· Illness

· Property damage

· Damage to national, service or command interests

· Deegradation to efficient use of assets

	IV
	Presents a minimal threat to

· Personnel safety or health

· Property

· National, service, or command interests

· Efficient use of assets

· Affected populations

· Experienced or previously established statistical information


Mishap Probability.  Mishap probability is the probability that a hazard will result in a mishap or loss, based on an assessment of such factors as

· Location exposure (cycles or hours of operation)

· Affected populations

· Experience

· Previously established statistical information

Mishap probability will be assigned an English letter according to the criteria below.

	Sub-Category
	Description

	A
	Likely to occur immediately or within a short period of time

	B
	Probably will occur in time

	C
	May occur in time

	D
	Unlikely to occur


Operational Risk Assessment (ORA) Worksheet.  An ORA worksheet is a valuable tool that can be used as we identify, assess, and develop controls to mitigate hazards when executing a deliberate or in-depth operational risk assessment.  The ORA worksheet helps organize and document the operational risk assessment process.  To implement it properly, you must understand the ORA worksheet.  Although the ORA worksheet has no specific template, Appendix A provides a sample ORA worksheet along with a detailed content description for each cell.  Use an ORA worksheet as a planning document in conjunction with the ORM matrix during the execution of deliberate or in-depth ORA.

ORA Example.  Now that you have basic information on the five steps in the ORM process, the ORM matrix, and the risk assessment worksheet, let’s look at an example of a deliberate operational risk assessment.

Mission.  You have decided to conduct daytime live fire and movement squad attacks with your platoon.  You must do a lot of planning before you go out and execute this training with your Marines.  An integral part of your planning process will be to execute a deliberate ORA to ensure you accomplish your mission while negating unnecessary risk.  Let’s take one hazard that must be addressed and walk through the five ORM steps (see table below) using the ORM matrix and ORA worksheet.

	Step
	Action
	Explanation

	1
	Identify hazards.
	This is a time-consuming step.  You must look at the entire operation and identify all individual hazards your Marines will face before, during, and after the event.  List these hazards in the hazard column of your ORA worksheet (see table below).  Let’s choose the obvious hazard of a Marine getting shot during the conduct of the exercise.

6.  Hazard

7.  Initial Risk Level

8.  Controls

9.  Residual Risk Level

Marine shot



	2
	Assess hazards.
	Using the ORM matrix, determine an initial RAC for this individual hazard with no controls put in place to prevent it (see risk assessment matrix below).
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Step

Action

1

You determine that this hazard may cause death and enter the matrix with a severity category of “I.”

2

You decide that this hazard will probably occur “B” if no controls are put in place to mitigate it.

3

Where the severity row and probability column meet on the matrix, you quantify the hazard with a RAC of “1”, a critical code.

4

Enter the initial risk level in the next column of your ORA worksheet next to the individual hazard (see table below).

6.  Hazard

7.  Initial Risk Level

8.  Controls

9.  Residual Risk Level

Marine shot

IB1




	Step
	Action
	Explanation

	3
	Make risk decisions/develop controls
	You determine that this hazard can be mitigated through proper controls without impeding mission accomplishment.  Obviously, multiple controls would be required to sufficiently mitigate this hazard.  Let’s say you decided that one control would be that your Marines would conduct dry fire attack rehearsals to allow them to

· Practice fire and movement and staying in their firing lanes

· See what they are going to execute with live rounds

Add this new control (and all others) to your ORA worksheet in the controls column (see table below) to mitigate this hazard.

6.  Hazard

7.  Initial Risk Level

8.  Controls

9.  Residual Risk Level

Marine shot

IB1

Marines will conduct dry fire rehearsals

ID3*

Then, go back to the ORM matrix to quantify a new residual risk level (see matrix below).
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Notice that the severity of this hazard will never change, regardless of what controls are incorporated.  Our mishap probability, however, will change based on the controls we have put in place to combat the hazard.  Therefore, in the matrix depicted above, we still enter the chart at a category “I,” but due to the controls we have put in place to ensure our Marines don’t shoot each other, we decide we have reduced the probability of the incident occurring to unlikely “D” resulting in a residual RAC of “3”.  Enter this new RAC in the residual risk column of the ORA worksheet (see worksheet above at *).

	4
	Implement controls
	Now that you have developed your controls, determine how you will implement them.  You decided to conduct rehearsals as a control; to implement, you will order each squad leader to conduct two dry fire attack rehearsals before they conduct their two live fire attacks.  The rehearsals will occur on the same range/same day the squads will execute their live fire attacks.  Enter the control implementation plan in the implementation column of the ORA worksheet (see below).

10.  How to Implement

11.  How to Supervise

12.  Control Effectiveness

Direct each squad leader to conduct two dry fire rehearsals on range X prior to live fire attacks




	Step
	Action
	Explanation

	5
	Supervise
	Lastly decide how you as the OIC will supervise control implementation; since you will be at the range, you will observe and ensure that each squad conducts two dry fire rehearsals prior to the platoon transition to live fire attacks.  Enter this supervisory control onto the ORA worksheet (see below).

10.  How to Implement

11.  How to Supervise

12.  Control Effectiveness

Direct each squad leader to conduct two dry fire rehearsals on range X prior to live fire attacks

OIC will observe each squad conduct two realistic dry fire rehearsals on range X

The last column on the worksheet (control effectiveness) is used for post-event debrief documentation.  Simply comment whether or not the controls you created were effective during execution (see below).  If they were not effective, modify the control or develop a new one to combat the hazard.  If unforeseen hazards arose ensure you add them to the ORA worksheet to be addressed in future operations.

10.  How to Implement

11.  How to Supervise

12.  Control Effectiveness

Direct each squad leader to conduct two dry fire rehearsals on range X prior to live fire attacks

OIC will observe each squad conduct two realistic dry fire rehearsals on range X

AAR Comments

Post event, was the control effective?



Conduct the five ORM steps for each hazard you identify.  For each control you create, decide how you will implement and supervise it.  Once complete, assign an overall risk level for the operation.  This final RAC should be equal to the hazard whose residual risk (post control) is determined to be the highest.

Finally, brief your OIC on the plan and show your OIC your deliberate ORA worksheet.  Your OIC is the final risk decision authority (RDA) for the event and will sign the deliberate ORA giving final approval for you to conduct your training plan.

Conclusion.  As Marine leaders, ORM and the execution of ORA must become an integral part of our thought process, planning, and decision making as we execute the basic troop leading steps.  We are responsible for embracing this process and to train and educate our Marines on the principles of ORM and on the use of risk assessment so that it becomes an automatic or intuitive part of our decision-making methodology.

Reference.  MCO 3500.27A, Operational Risk Management.

Appendix A

Operational Risk Assessment Worksheet Guide and Sample

Guide.  The table below explains each block on the ORA worksheet.

	Block
	Explanation

	1.  Exercise Mission/Task
	Briefly describe the intent of the exercise

	2.  Exercise/date time group
	Enter DTG when the exercise is planned to

· Begin

· Be completed

	3.  Date prepared
	Enter year/month/day the worksheet was prepared

	4.  Designator number
	Enter the designator number for the exercise if applicable

	5.  Prepared by
	Enter the rank, last name, and position of the person who prepared the worksheet

	6.  Identify hazards
	Identify hazards (in most critical to least critical order[totem pole]) that are most likely to result in accidental injury, damage, or mission degradation

	7.  Initial risk level
	Determine the risk of each hazard by applying the risk assessment code for each hazard (use the risk assessment matrix to get the code)

	8.  Develop controls
	For each hazard develop one or more controls to eliminate or reduce the risk of a hazard

	9.  Determine residual risk
	For each hazard, determine the risk assessment code to determine the level once the control measures are established (use the risk assessment matrix to get the code)

	10.  Implement controls
	For each control listed in block 8, explain

· How it will be put into effect and/or communicated

· Who are the personnel who will make it happen

	11.  Supervise
	Enter how each control will be monitored to ensure it is implemented

	12.  Effectiveness
	After the exercise is completed, determine the effectiveness of each control reducing the risk of the targeted hazard:  Enter

· “Yes” if the control was effective

· “No” if the control was not effective and for each control that was not effective, determine why and what to do the next time this hazard is identified

	13.  Overall risk level after controls are implemented
	This is the same as the hazard with the highest residual risk for the exercise

	14.  Risk decision authority
	Enter the rank, name, and position of the decision-making authority for the level of risk involved in block 13.  The RDA is generally the next higher authority in the chain of command above the Marine who prepared the ORA.  The Marine who prepared the ORA should brief the RDA on the plan.  The RDA will thoroughly review and approve the event ORA, make any recommendations/changes, and sign the ORA for final approval.


OPERATIONAL RISK ASSESSMENT WORKSHEET
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Operational Risk Assessment Process
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CATEGORY I - The hazard may cause death, loss of facility/asset or result in grave damage to national interests.

 

CATEGORY II - The hazard may cause severe injury, illness, property damage, damage to national or service interests or degradation to efficient use of assets.

 

CATEGORY III - The hazard may cause minor injury, illness, property damage, damage to national, service or command interests or degradation to efficient use of assets. 

 

CATEGORY IV - The hazard presents a minimal threat to personnel safety or health, property, national, service or command interests or efficient use of assets.
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RISK ASSESSMENT MATRIX
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RISK ASSESSMENT MATRIX
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