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TACTICAL COMMUNICATIONS
Introduction.  The ability of the commander to pass information among his forces is critical to the outcome of an engagement on today's battlefield.  In the Marine Corps, the primary purpose of communications is to serve the command.  In this role, communications is the instrument by which a commander makes his will known and, as such, is the voice of command.

Communications.  Communications is a means or method of conveying information from one person or place to another.

Responsibility.  The responsibility for communications lies with the unit commander.  He is responsible for the effectiveness of the communications system as well as the tactical and technical aspects of communications.

Tactical Responsibilities.
· The course of action the commander selects must be supportable by the communications and information systems means available.

· The commander must locate his command post where it can communicate with subordinate units and higher headquarters.

Technical Responsibilities.  The commander ensures that an active communications-training program is in effect for all personnel in the command.
Communications Information Systems Officer (CommO).  The CommO (MOS 0602) has a dual role in an infantry battalion:  platoon commander of a 60-man communications platoon and staff officer, the S-6 of the battalion.  This dual role holds true for the billets of all communications officers save those assigned to communications organizations supporting division-level headquarters or higher.  The five responsibilities of a communications officer are to

· Advise.  Advises the commander on all communications and information systems matters.

· Train.  Establishes and supervises the communications and information systems training program.

· Inspect.  Inspects all communications and information systems equipment and personnel.

· Plan.  Writes the communications and information systems portion of plans and orders.

· Command.  Commands the communications platoon within the parent unit.

Fundamental Requirements.  All communications systems must satisfy four basic requirements to be effective:
· Reliability.  Reliability is the assurance that communications will function with desired accuracy and dependability at all times.  Thoroughly trained personnel achieve reliability through carefully planned employment of proven communications techniques and equipment.

· Security.  Security is the protection resulting from all measures taken to deny unauthorized persons information of value.  This includes preventing the possession and analysis of valuable information or misleading unauthorized persons in their interpretations of such an analysis.

· Speed.  Speed denotes timeliness in the flow of information between users of communications and is based upon operational urgency.  Always remember MCDP-1's tenet that there must be a trade-off between speed and security.  This applies to information flow as well as to maneuver.

· Flexibility.  Flexibility is achieved by designing a communications system that can be adapted to changes in the commander's scheme of maneuver.  This is an acknowledgment of the fluid combat environment we expect to encounter.

Communications Means.  The methods used to convey information from one person or place to another are called communications means.  Communications means that are employed within the operating forces include

· Telecommunications, which include wire, sound, visual, and radio

· Physical communications, which include messenger (foot or motorized) augmented by mail (guard mail or U.S. mail)

The table below shows each type of communication from most secure to least secure and their pros and cons.

	Type of Communication
	Order of Security
	Pros
	Cons

	Messenger
	Most
	· In a tactical scenario, is the only applicable physical means of communications

· Most secure; nothing is more reliable or secure than a Marine charged with delivering a message

· Reliable

· Economical

· Available to all units
	Subject to

· Enemy actions

· Physical limitations on modes of transportation caused by

· Weather

· Terrain

	Wire
	
	· Interconnects closely-located command posts and positions

· More secure than radio since the signal is limited to the wire line

· Reduced probability of interception

· Desirable in defensive operations
	· Compared to radio, to install and maintain requires more

· Time

· Personnel

· Equipment

· Not a workable means when unit is mobile

	Sound
	
	· Available to all units

· Numerous types:  , sirens, bells, and whistles

· Does not need electricity

· produces no electromagnetic signature
	· Easily misunderstood; simplicity is key to employment

· Highly susceptible to interception

· Enemy may use same signal for deception

	Visual
	
	· Available to all units

· Numerous types:  lights, panels, hand-and-arm signals, and pyrotechnics

· Does not need electricity

· produces no electromagnetic signature
	· Easily misunderstood; simplicity is key to employment

· Highly susceptible to interception

· Enemy may use same signal for deception

	Radio
	Least
	· Fast, flexible, and responsive

· Can operate while mobile

· Spans great distances

· Crucial to high-tempo operations
	· Least secure means

· Highly susceptible to enemy electronic warfare

· Subject to interference from

· Atmospheric conditions

· Terrain

· Manmade sources


Radio Communications.
Radio Wave Fundamentals.  Radio communication uses energy in the form of electromagnetic waves that propagate through space at the speed of light.  Since the mechanics of wave motion are much the same for all types of waves, the nature of radio wave motion and propagation can be understood by comparing it with surface waves on water.  Almost everyone has thrown a stone into a pond and watched waves from the splash spread out over the surface of the water in ever increasing concentric circles.  If the pond is large enough, the waves can be seen to grow weaker as they move away from the point of origin until they disappear.  Radio waves behave in a similar manner, except they expand in three-dimensional space.  Radio waves travel along the surface of the earth (groundwaves) and up into the atmosphere (skywaves).
Frequency and Wavelength.  Wavelength is directly related to frequency.  Frequency is measured in terms of the number of waves generated (cycles) per second.  One cycle per second is one hertz.  At the infantry battalion level, the radios operate on frequencies in the megahertz (MHz) range, or millions of cycles per second.  To understand the relative wavelength of different frequencies, we can use a sine wave (see diagram below).  The wavelength of the signal at 2 MHz is five times longer than the wavelength of the signal at 10 MHz.  The length of the radio wave affects the wave's propagation path.  The longer wavelength (lower frequency) allows the wave to bend around and over larger obstacles, such as hills or buildings.  As the wavelength shortens (increase in frequency), the waves ability to bend around obstacles decreases.  To illustrate, imagine making a 90° turn in a car while driving at a speed of 5 MPH.  Now, imagine attempting the same turn at 55 MPH.  The lower speed allows you to turn at a greater angle.  The same holds true for lower frequencies.
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Comparison of Wavelength of Two Frequencies

Groundwaves.  Groundwaves travel from the transmitting antenna along the surface of the earth (see diagram below).  Several factors can affect the distance, or range, these waves travel:

· Dense vegetation, mountainous terrain, or dry desert soil can have a negative effect on a groundwave.

· Manmade features, such as buildings, power lines or water towers, can reflect a radio wave into a new direction or absorb the signal.

· Severe weather, such as sandstorms, thunderstorms and blizzards, can affect your radio signal.
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Groundwave Propagation

When planning for an operation, you must understand how the environment you are operating in will affect your communications.  To help alleviate some of the problems caused by natural and manmade obstacles (see diagram below),
· Position your antenna on the military crest. 

· Position your antenna as far back as possible from obstacles in the direction you want to communicate.

· Plan for and be prepared to use relay/retransmission stations.

· Select a scheme of maneuver that allows you to avoid or exploit certain obstacles.
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Antenna Siting

NOTE:   Remember, the enemy will be attempting to listen to your radio transmissions.  If you can position your antenna so there is a natural or manmade obstacle between you and the enemy, you can reduce his ability to intercept your transmissions.
Skywaves.  As mentioned earlier, radio waves travel up into the atmosphere (skywaves).  Because lower frequencies have longer wavelengths, when they travel into the upper regions of the atmosphere, they can be reflected (or bounced) back down to the earth's surface.  Also, the wave can reflect off the earth's surface.  We use this property of "bouncing" the radio signal off the ionosphere and the earth's surface to increase the range of our communications.  In fact, the wave can continue this cycle of bouncing back and forth between the ionosphere and the earth's surface all the way around the earth (see figure below).

Remember, however, this property is restricted to frequencies from approximately 2-12 MHz.  Frequencies above this range tend to "punch" through the ionosphere and continue out into space.
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Skywave Transmission Path

One problem with skywaves is they produce "skip zones" on the earth's surface, or areas where the signal does not return to earth (see diagram below).  To alleviate this problem, we use a Near Vertical Incident Skywave (NVIS).  NVIS directs the radio wave at a higher angle toward the sky, thus ensuring the reflected wave returns to earth closer to the transmitter and eliminating any skip zones.  Because NVIS travels at high angles, we can use it to communicate over high obstacles, such as mountains.  NVIS communications travel up to 300 miles from the transmitting radio.
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Skip Zone
Radio Communications Equipment.  Infantry battalion radio communications equipment transmit over three frequency bands.  The table below describes the three frequencies, by pros and cons, use, and types of equipment.  The types of equipment are described further in Appendix A.

	Frequency
	Pros and Cons
	Use
	Equipment

	High frequency (HF)

2 to 29.999 MHz
	Lower HF frequencies can communicate over great distances
	When long haul communications are necessary
	· AN/PRC-104, man portable radio

· AN/MRC-138, vehicle mounted radio

	Very High Frequency (VHF)

30 to 87.975 MHz
	· Extends slightly beyond line of sight (LOS) due to diffraction or bending of the signal by the atmosphere

· At frequencies in the 30 MHz range, acts like HF groundwaves

· Range of reliable communications generally no more than 15-20 km and often depends on

· The power output of the radio

· Terrain

· Atmospheric conditions
	Most widely used in infantry battalions
	Models built around the Single Channel Ground and Air Radio System (SINCGARS) radio:

· AN/PRC-119, man-packed SINCGARS radio with frequency-hopping capability and internal cryptographic chip.  

· AN/VRC-88, vehicular-mounted, low power (same as PRC-119) SINCGARS radio. 

· AN/VRC-89, vehicular-mounted, dual SINCGARS radio with one low power radio and one with power amplifier.

· AN/VRC-90, vehicular-mounted, single SINCGARS with power amplifier.

· AN/MRC-145, vehicular-mounted SINCGARS with power amplifier (two radios per vehicle).

	Ultra High Frequency (UHF)

225 to 400 MHz
	· Strictly line of sight (LOS)

· Unable to bend around obstacles because UHF wavelengths are so small

· Range may extend for more than 500 km as long as aircraft is high enough to be within LOS
	· Ground-to-air communications

· Air-to-air communications
	· AN/PRC-113, man-portable

· AN/VRC-83, vehicular-mounted


Preventive Maintenance.  Often radio communications are lost in the field due to a lack of radio maintenance or some other easily correctable problem.  To maintain your radio in good working order,
· At least once a day, clean all the connectors using a pencil eraser to prevent corrosion build-up and ensures a good contact between connectors.

· Perform a radio check for each frequency you will be using.

· Inspect radio for damage

· Test all knobs to ensure they are working properly.

· No matter what the forecast is, waterproof the radio and handset using plastic bags and duct tape, or electrical tape, to ensure the radio is protected from inclement weather.

Troubleshooting.  If you lose communications in the field, follow this checklist of actions to troubleshoot the RT-1523 (SINCGARS):
· Is it on?

· Is the volume up and is the display turned up?

· Right Net ID or frequency?

· Right crypto?  (Are all channels loaded with the same crypto?  If not, try scrolling comsec fill.)

· Do you have the right time loaded?

· Check connectors (handset and antenna, pm).

· Check batteries (main battery and fill battery).

· If all of the above is good and you cannot seem to talk, go to STBY then back to ON.

· Check antenna to ensure it is connected properly.  Relocate on higher terrain and/or use a field expedient antenna.  

Field Expedient Antennas.  Although all tactical radios are equipped with antennas, in certain situations you may want to construct and use a field expedient antenna.  A field expedient antenna is an antenna that you construct using material you find on the battlefield.  You may want to construct a field expedient antenna prior to beginning an operation in case you need it later.  During a battle may be too late to construct an antenna; so proper planning is key to success.
Some reasons for constructing a field expedient antenna are
· To increase the range of your communications

· To prevent the enemy from intercepting your transmissions by making the antenna directional

· To replace the issued antenna which becomes lost or unserviceable

Construction.  The types of materials you need to construct a field expedient antenna can be found in your unit and/or on the battlefield.  The most important element is the transmitting element; this will be your antenna.  WD-1 comm wire, barbed wire, or household wiring are examples of wire that may be used as your transmitting element.  You will also need a guy line to position your antenna as high as possible.  The guy line can be twine, fishing line, or wire.  If possible, you want to use an insulator to connect the antenna to the guy line; the diagram below shows examples of insulators.
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Field Expedient Insulators

Once you have your material, you must measure and cut your antenna to match the frequency you are operating on.  By matching the antenna to the frequency, the signal will transmit more efficiently.  A more efficient signal travels a greater distance, which is one reason why we use field expedient antennas.  The formula to determine the length in feet of a half wavelength varies depending on the gauge of the wire you are using as shown in the table below.

	If you are using
	Use this formula to determine the length of antenna in feet

	WD-1 slash wire
	451 ( Frequency in MHz

	Thicker gauge wire (barbed wire or household wiring)
	468 ( Frequency in MHz


Antennas can be placed into one of three classifications:

· Omni-directional.  An omni-directional antenna transmits a signal in all directions.  Most issued antennas are omni-directional.

· Bi-directional.  A bi-directional antenna transmits the preponderance of their energy in two directions.

· Directional.  A directional antenna transmits primarily in one direction.

The diagram below shows an example of a vertical halfwave field expedient antenna that is omni-directional.


[image: image7.wmf] 


Vertical Halfwave
The diagram below is an example of a vertical half rhombic field expedient antenna.  This antenna can be constructed to be bi-directional or directional.  Connecting a resistor at the distant end of the antenna transforms this antenna from a bi-directional to a directional antenna.
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Vertical Half Rhombic
NOTE:  You can make field expedient resistors by hammering a nail in each end of a dead D-cell battery.

Cryptographic Equipment.  According to United States Marine Corps doctrine, every tactical radio will use cryptographic equipment to secure or encode all information passed on that radio.  This practice will only be limited by availability of cryptographic equipment.  A brief description of the DOD's current crypto equipment follows:
· KY-99.  Used on HF radios and some tactical telephones

· KY-57.  Used for VHF and UHF radios.

Telephone Equipment.  The two manual telephones used at the infantry company level and below are
· TA-1.  A rugged voice-powered telephone that, when used in conjunction with standard communications wire, has a range of 4 miles.

· TA-312.  A rugged battery-powered telephone that has a range of 14 to 22 miles, and is fully compatible with the TA-1.
Appendix A contains pictures and descriptions of the above devices and other equipment to which you will be exposed at TBS.
Electronic Warfare (EW).  Electronic warfare is

· Military action involving the use of electromagnetic or directed energy to attack an enemy's combat capability

· Protection of friendly combat capabilities against undesirable effects of friendly or enemy use of the electromagnetic spectrum

· Surveillance of the electromagnetic spectrum for immediate threat recognition in support of electronic warfare operations and other tactical actions such as threat avoidance, targeting and homing

The first recorded use of EW was during the final stages of the siege of Port Arthur (Korea) by the Russians during the Russo-Japanese War, in the earliest years of this century.  Wireless communications were in their infancy during this period, but a Russian operator was able to degrade Japanese communications by simply applying a constant key anytime the enemy transmitted.  Although the Russians ultimately lost the war, EW was launched as the newest form of combat power.  Since then, electronic communications equipment has grown immeasurably in both capability and sophistication.  Also during this period, military forces have greatly increased their dependence on electronic equipment for communication (radio), protection and control of weapons (radar).

In fact, reliance on electromagnetic energy has grown to such a degree that friendly emissions have actually served to degrade the same force's ability to operate and execute an assigned mission.  For example, in America's 1987 bombing raids against the Libyan mainland, some of the attacking aircraft had to abort their missions due to a combination of electronic interference from aircraft radio transmissions, navigation and terrain search radars, aircraft fire control radar systems, and various electronic strike-support measures.  In fact, as reported in the open press, some evidence indicates that the lone F-111 lost on that raid was not shot down, but crashed due to its terrain-search radar failing in the electronic overload environment in the skies over the target area.  This failure occurred despite the fact that Libyan usage of the electromagnetic spectrum had been all but eliminated.

Commanders at every level must make protecting their own use of the electromagnetic spectrum an integral part of combat operations.  Likewise, the commander who can deny the enemy use of the electromagnetic spectrum, or who can exploit the enemy's use of the electromagnetic spectrum to obtain information, gains a substantial advantage.
As with the use of any capability, the Marine air/ground task force (MAGTF) commander is responsible for the employment of his EW assets.  Staff planning and coordination of EW activities are conducted for the commander under the staff cognizance of the S-3 (operations officer).  Radio battalion detachments deployed with the MAGTF provide most EW support to ground forces (VMAQ handles most air support).
Three Divisions of Electronic Warfare.  EW capabilities, similar to air support, artillery, etc., require integration into the overall combined arms effort.  The table below describes the three divisions of EW.

	Divisions of EW
	Detailed Description

	Electronic warfare support (ES)
	· Actions to search for, intercept, locate, and identify radiated electromagnetic energy for the purpose of immediate threat recognition

· Its goal:  to gather information so electronic attacks, electronic protection, and other forms of combat power can be used against the enemy

· Includes

· Interception of enemy electronic emissions (e.g., radio, radar, etc.) to gain information that can then be used in the other two facets of EW and/or to apply lethal combat power against the enemy.

· Direction finding (DF) is the process of locating an electronic-energy source.  This information helps locate enemy command posts, communication nodes and relay stations, radars, and weapons systems and helps determine enemy intentions by providing an "electronic picture" of enemy emitters on the battlefield (the enemy's electronic order of battle).

NOTE:  The axiom regarding electronic energy on the modern battlefield is that if you can be heard, you can be killed.

	Electronic attack (EA)
	· Actions taken to prevent or reduce the enemy's effective use of the electromagnetic spectrum.

· Includes

· Employment of weapons that use electromagnetic or directed energy as their primary destructive mechanism (lasers particle beams) or use an enemy source of electromagnetic energy as their primary means of terminal guidance, to damage or destroy personnel, facilities, or equipment.

· Electromagnetic jamming, the deliberate radiation, re-radiation, or reflection of electromagnetic energy to prevent or reduce an enemy's effective use of the electromagnetic spectrum with the intent of degrading or neutralizing the enemy's combat capability.  Three types are

· Spot jamming.  Jamming of a specific channel or frequency.

· Barrage jamming.  The simultaneous jamming of a wide band of frequencies.

· Sweep jamming.  Sweep jamming is the jamming of a wide range of frequencies.  During sweep jamming, the jammer switches or jumps rapidly from frequency-to-frequency so that the maximum amount of power is concentrated on a single frequency at any given time.

· Electromagnetic deception, the deliberate radiation, re-radiation, alteration, suppression, absorption, denial, enhancement, or reflection of electromagnetic energy in a manner intended to convey misleading information to an enemy or to enemy electromagnetic-dependent weapons, thereby degrading or neutralizing the enemy's combat capability.  Includes

· Manipulative electromagnetic deception.  Actions to eliminate revealing or to convey misleading electromagnetic telltale indicators that may be used by hostile forces.

· Simulative electromagnetic deception.  Actions to represent friendly notional or actual capabilities to mislead hostile forces.

· Imitative electromagnetic deception.  The introduction of electromagnetic energy into enemy systems that imitates enemy emissions.

	Electronic protection (EP)
	· Actions taken to protect personnel, facilities, and equipment from any effects of friendly or enemy employment of EW that degrade, neutralize, or destroy friendly combat capability.

· These measures may attempt to protect, evade, conceal, or cover friendly forces from enemy efforts through either preventive or remedial actions that will be discussed below.

· For an infantry battalion, EP is the most pertinent EW division.


Preventive Measures.  As stated previously, electronic protection are those measures taken which allow for the continued use of the electromagnetic spectrum, despite enemy efforts to reduce or eliminate our use of that medium.  Electronic protection can be either preventive or remedial in nature.  Preventive measures are simply techniques for avoiding exploitation by the enemy.  Avoiding enemy jamming is primarily a matter of avoiding detection; avoiding enemy deception efforts require operators to ensure those signals that might be intercepted by the enemy contain as little usable information as possible.  Some preventive techniques are to
· Reduce electronic traffic to a minimum (communication by exception) through

· Clearly communicated, good tactical plans that include mission orders, commander's intent, and a focus of effort.

· Well-developed and exercised standard operating procedures (SOPs) to include brevity codes, communication by exception, low power electronic-equipment usage, directional antennas, etc.

· Thorough training, which includes proper antenna siting to allow for terrain masking of electronic signatures, directional antennas, etc.

· The use of alternate means of communication when possible (e.g., messengers, wire, visual, etc.).

· The use of cryptographic equipment to secure your transmissions.

· Use approved operation codes, not locally developed ones that are very simple to break.

· Frequently change frequencies, call signs, and operation codes.

· If possible, select a scheme of maneuver that will minimize friendly electronic emissions.  For example, have a simple scheme of maneuver that can be executed with few or no emissions, by imposing radio silence, or by selecting avenues of approach that will interpose terrain between friendly transmitters and enemy intercept stations.

Remedial Measures.  When the station begins to suffer interference, the operator’s immediate action is to attempt to determine the cause of the problem.  Since the symptoms of jamming are the same as many other types of electronic interference, the operator should not immediately assume he is the target of hostile EW activity.  The first action the operator should take is to remove the set's antenna.  If the problem continues at its original volume and intensity with the antenna removed, the operator may assume that the problem is with the equipment and not EW.  The critical element for helping the operator determine if interference is EW in nature or simply a problem with the set, is his level of training.  In addition, keep these remedial measures in mind:
· Do not announce or indicate that you believe you are being jammed.

· Keep operating, but speak slowly and authenticate all stations.

· Change antenna siting and orientation.  Relocate antenna so that a building or hill is between the antenna and the source of the jamming, if known.  Switch to a directional antenna.

· Increase transmitter power (equipment dependent).

· Send high precedence traffic by another net if possible, but continue operating on the jammed net.

· Log the jamming and report immediately to your supervisor.  Send MIJI (Meaconing, Intrusion, Jamming, Interference) report in accordance with unit SOP ASAP.

· The format for the MIJI Report is as follows (use the acronym TUFT):

· T  Time of interference

· U  Unit affected

· F  Frequency (ies) affected

· T  Type of interference (jamming, imitative deception, etc.)

· Use alternative frequency as a last resort.  Send instructions to shift frequency by another secure net if possible.  Use a prearranged alternate frequency if you have no other contact with the distant station.

· Gingerbread is a procedural word used to alert other stations on a radio net that we suspect the enemy is using imitative electromagnetic deception on the net.  An example of how this would sound is:

"All stations this net (or use the net call sign), Gingerbread                      (insert the suspected enemy's call sign), over."
The other stations on the net may or may not respond to your transmission.  After you have alerted everyone on the net, send a MIJI report via another secure net, if possible.
Electronic Warfare Resources.  Electronic warfare is a supporting arm and must be incorporated into a scheme of maneuver just as any fire support agency.  To provide EW support to fleet Marine force (FMF) units, the Marine Corps has two types of EW units:

· Radio battalions

· Marine tactical electronic warfare squadrons (VMAQs)

MAGTF staffs have special staff officers (EW officers and signal intelligence officers) assigned to advise the commander and his staff on EW.  In addition, national level agencies and the EW assets of the other uniformed services can provide support to FMF units as required.  The following information is unclassified and provides general information on these assets.
Radio Battalion.   The battalion's mission is to conduct ground-based EW.
The two radio battalions are physically located in Kaneohe Bay, Hawaii, and at Camp Lejeune, North Carolina.  Both battalions are tasked to assist in generating enemy

· Communication order of battle (COB)

· Electronic order of battle (EOB).

The battalions are capable of both electronic support and electronic attack activities. 
Marine Tactical Electronic Warfare Squadrons.  Four squadrons, VMAQ 1 through 4 (2d Marine Air Wing [MAW]) provide specialized Marine airborne EW units.  The squadrons fly the formidable EA-6B "Prowler" EW aircraft with an aircrew of four.
The efforts of these squadrons primarily focus on supporting airborne strike packages to prevent, delay, or interrupt detection and/or tracking by enemy early warning, acquisition, and fire/missile control radars.
VMAQ squadrons also conduct electronic attack operations against weapon systems (e.g., missile seekers and beacons, target tracking, and acquisition radars) to prevent effective engagements or increase miss distances.
The AN-TSQ-90B TERPES, a computer-integrated data processing system organic to VMAQ, processes all electronic support information that is gathered.  The system provides mission planning capabilities and generates EOB reports based on input received from each EA-6B aircraft upon their return to base.
Communications Security (COMSEC).  COMSEC is the protection resulting from all measures designed to deny unauthorized persons information of value that might be derived from the possession and study of telecommunications or to mislead unauthorized persons in their interpretation of the results of such possession and study.  COMSEC is divided into four areas:
· Cryptosecurity.  The component of COMSEC that results from the provisions of technically sound crypto-systems and their proper use.  Marine Corps doctrine states that all communications circuits will be secured with crypto-systems (e.g., KY-57, KY-65, etc.) to the fullest extent possible.

· Emission security.  The component of COMSEC which results from all measures taken to deny unauthorized persons information of value that might be derived from intercept and analysis of compromising emanations from crypto-equipment and telecommunications systems.  The most widely known form of emission security is emissions control (EMCON).  EMCON involves the reduction or elimination of emissions (e.g., radio signals, radar signals, etc.).  Commanders will set EMCON to reduce their unit's electromagnetic signature to

· Deny the enemy EW units the ability to gain our communications order of battle (COB) and electronic order of battle (EOB).

· Refrain from inadvertently divulging our plans for an upcoming attack.  Many units are guilty of increasing their radio transmissions shortly before commencing an attack.  Even if we are using crypto-systems properly and the enemy cannot decipher what we are saying, the enemy may deduce that we are about to attack simply by studying the amount of traffic we are generating.  To alleviate this potential problem, commanders may direct the unit to go to EMCON to deny the enemy this information.

· Physical security.  The component of COMSEC that results from all physical measures taken to safeguard classified equipment, material, and documents from access or observation by unauthorized persons.

· Transmissions security.  The component of COMSEC that results from all measures designated to protect transmissions from interception and exploitation by means other than cryptanalysis.  Some proper procedures to adhere to when transmitting are

· BEADWINDOW:  a procedural word that brings to the immediate attention of circuit operators the fact that an essential element of friendly information (EEFI) disclosure has occurred.

· EEFIs are specific items of information that, if disclosed, could have a negative impact on friendly operations.  The EEFI list includes

· Position

· Capabilities

· Operations

· Electronic warfare

· Personnel

· COMSEC

· Wrong circuit

Encryption/Decryption Procedures.  An encryption sheet is provided which will allow important, but potentially compromising information, to be passed over uncovered nets.  Information about the friendly situation, such as grid coordinates, casualties, time of attack, etc., or in some cases, similar data about the enemy that has to be sent in the clear, must be encrypted.

NOTE:   The following exercise is conducted from a Warrant Officer Basic Course training AKAC-874.  The example is using the 1800-2400 time frame.  The encryption sheet is provided at below.
TRIAD Numeral Cipher/Authentication System.

Capabilities.

· Challenge/Reply authentication.

· Transmission authentication.

· Encryption/Decryption.

Composition.

· Handling and operating instructions.

· Book of 32 days of cipher tables.

· Each day is a 24-hour time period.

· 32d day used as spare.
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Encryption Sheet

Authentication.  Authentication is a security measure designed to protect a communications system from fraudulent transmission.  An authentication system serves as a secure means of establishing the authenticity of a transmission or message or of challenging the identity of a station.  Authentication is the primary means used to defeat the enemy's use of imitative deception on our uncovered circuits.

READ.  READ is the acronym used to remember correct uses of the AKAC:  Right for Encryption Authenticate Down.

Description.

· Used for challenge and reply authentication.

· Decryption/encryption of numbers and grid zone designators.

· Transmission authentication.

· Left vertical line from A thru Z are line indicators.

· Top horizontal line of 2 and 4 letters are for grid zone designator encryption/decryption.

· The Numbers above the individual groups of letters represent number equivalents to each specific group of letters.

· The Horizontal lines of individual groups of letters represent encipher/decipher lines.

· The effective Day for each sheet of the AKAC-874 is shown at the bottom left corner of the page.

Challenge and Reply Authentication.  Remember the acronym, READ?  The table below describes the steps to use it.

	Step
	Action

	1
	Select three letters at random (example, FSX) as the challenge or random set indicator.

NOTE:   Random selection is essential for security reasons.  Do not repeat challenges.  Do not use standard groups such as ABC, AAA, etc.

	2
	As the individual giving the reply, go down the far left column of letters (vertical column – Alpha through Zulu) until you locate the first letter that the challenger provided.

	3
	Staying with the letter line indicated, move to the right on that line until you find the second letter of the challenge.

	4
	Look at the letter directly below the second letter, go to the line indicated by that letter, and move to the right on that line until you find the third letter of the challenge.  Look at the letter directly below the third letter.  This is your authentication letter reply.


For example,

“B2R, this is E5C.  Authenticate Foxtrot-Sierra-X-ray.  Over.”

“This is B2R.  I authenticate Uniform.  Over.”

Authenticate when

· Any station suspects imitative deception on any circuit, e.g., when contacting a station following one or more unsuccessful attempts to contact that station.

· Directing radio silence, listening silence, or requiring station to break an imposed silence (transmission authentication).

· Transmitting

· Contact and amplifying reports in plain language.

· Instructions that affect the military situation.

· Plain language cancellation.

· Establishing initial radio contact or resuming contact after prolonged interruptions.

· Authorized to transmit a classified message in the clear.

· Forced, because of no response by the called station, to send a message in the blind (transmission authentication).

Actions governing authentication:

· The called party will always makes the first challenge.

· The party making the call may counter challenge the called party using a different challenge.

· Never repeat challenges; re-challenge after 10-15 seconds.

· Do not accept a challenge as an authentication.

· If the reply is wrong, challenge again up to three times with a different challenge each time.  Do not repeat the same challenge.  If the station fails to reply correctly to successive challenges, initiate GINGERBREAD procedures.

Encryption/Decryption.  Encryption/decryption is a security measure designed to protect numerical values that must be transmitted over uncovered transmission paths.  For this, again use the front side of the AKAC-874 and follow the steps in the table below.

	Step
	Action

	1
	Randomly select three letters (example, BET); these letters will lead you to the line indicator.

	2
	Locate the line indicated by the first letter of the random set indicator.

	3
	Go across the row to the second letter of the random set indicator.

	4
	Take the letter to the right of the second letter in the random set indicator.

	5
	Locate the line indicated by the letter to the right of the second letter of the random set indicator.

	6
	Go across that row to the third letter of the random set indicator.

	7
	Take the letter to the right of the third letter of the random set indicator.  This is the line indicator.


For example, the random set indicator is BET (Bravo-Echo-Tango),

· To Encipher:  863 105

· Locate Line Indicator

· Go to Line Indicator

· Substitute the numbers for corresponding letters.

· Encrypted Message:  “B2R, this is E5C.  I SET - BET XFDBST.”

· To Decipher:  Identify the random set indicator (BET).

· Determine the line indicator (D).

· Substitute letters for corresponding numbers.

Actions governing encryption:

· Do not encrypt more than 24 numbers with any single set indicator.

· Never repeat your encryption/decryption in plain language.

· If you have repetitive numbers in the same set, avoid repeating the same encryption letter of that number.

Example.  A station on your unsecured net has disclosed the grid coordinates of a friendly ambush.  You must inform them and the other stations on the net that this violation has occurred.  You would call the station guilty of this security violation and BEADWINDOW them.  Your callsign is W6T and their callsign is K3G.

· "K3G this is W6T, BEADWINDOW 01 (insert the EEFI number that corresponds to the information they disclosed), over."

· They should respond:  "W6T, this is K3G.  Roger, out."

Do not argue or discuss the violation.  If clarification is needed, accomplish it via a secured means.

Summary.  Every commander is responsible for communications within his unit.  To be successful, a working knowledge of Marine Corps communications doctrine and equipment is vital.  If you can’t communicate, you can’t command!
APPENDIX A

Types of Equipment
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AN/PRC-104

Radio Set
Technical Characteristics

· Planning Range:  30+ miles groundwave (based on antenna employed)

· Frequency Range:  (HF) 2 TO 29.9999 MHz

· Power Sources:  BA-5590 (Lithium) 2 each

· Power Output:

· 20 Watts

· 400 Watts (MRC-138 HMMWV)

· Weight:  15.7 lbs. with batteries

· Crypto Unit:  KY-99
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AN/PRC-119

Radio Set

Technical Characteristics

· Planning Range:  1 to 15 miles

· Frequency Range:  (FM) 30-87.975 MHZ

· Present Channels:  
6 automatic, 1 manual/1 cue for single channel


· Power Source:  BA-5590 one each

· Power Output:

· .5-Watts Low Power

· 2-Watts Medium Power

· 5-Watts High power

· Weight:  18.3 lbs. (with battery)

· Crypto Unit:  Internal ComSec
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AN/PRC-113

Radio Set
Technical Characteristics

· Transmission Range:  Line of sight

· Frequency Range:

· (VHF) 116 TO 149.975 MHz

· (UHF) 225 TO 399.975 MHz

· Power Source:  BA-5590 (LITHIUM) two each

· Power Output:  2-10 WATTS

· Weight:  16.7 lbs.

· Crypto Unit:  KY-57
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TA-1/PT

Technical Characteristics

· Range:  4 miles using WD-1 (slash wire)

· Power:  Sound

· Signal:  Visual and audible ringer

· Weight:  4 lbs.

· Mode of Operation:  The TA-1 will operate with other TA-1s, TA-312s and through the SB-22 switch board.
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TA-312/PT

Technical Characteristics

· Range:  Maximum of 14 to 22 miles based on temperature and relative humidity

· Power:  BA-3030s (D Cell batteries) two each

· Signal:  Audible Ringer

· Weight:  10 lbs.

· Mode of Operation:  The TA-312 will operate with other TA-312s, TA-1s and through the SB-22 switch board.
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SB-22/PT

MANUAL TELEPHONE SWITCHBOARD
Technical Characteristics
· Power:  BA-3030s (D Cell Batteries) four each

· Line Circuits:  12

· Weight:  30 lbs.

· Signal:  Visual and Audible

· Switching/Ringing:  Manual only

· Mode of Operation:  

· The SB-22 can be connected with one or two other SB-22s to handle a network of up to 29 or 46 telephone circuits respectively.

· The SB-22 can be connected into a larger telephone network via an SB-3614 (automatic switchboard) that can access commercial telephone lines.
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AN/GRA-39

Radio Set Control Group

Technical Characteristics
· Range:  2 miles when connected by WD-1 (slash wire)

· Power:  BA-3030s (D cell batteries) six per remote and six per local

· Signal:

· Audible and visual signal from remote to local and vice versa.

· Audible signal only when receiving radio transmission.

· Weight:  23.4 lbs. per set.

· Mode of Operation:  The AN/GRA-39 set is typically used to remote radio signals (VHF, HF, UHF) from a radio antenna hill to a physically distant command post to provide protection against enemy direction finding capability.
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OE-254

Antenna
Technical Characteristics

· Frequency Range:  (VHF) 30 to 88 MHz

· Operating Range:  Maximum of 15 miles using AN/PRC-119s

· Erection Time:  15 minutes for two Marines

· Height:  39 ft.

· Weight:  42 lbs.
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Global Positioning System

Global Positioning System (GPS) is a space-based navigation system designed to provide a 24-hour continuous worldwide, all-weather precise position and time measurement.  The entire GPS consists of a

· Space segment (satellites)

· Control segment (monitor stations on Earth)

· User segment (GPS receivers)

The system operates by satellites sending out two signals on non-changing frequencies.  The GPS receiver receives these signals and computes the user’s position.  GPS (by being an all-weather, jam resistant, continuous system) gives users

· Highly accurate navigation

· Worldwide three-dimensional position/location

· Velocity and time information

Several different receivers are in use in the Marine Corps today.  The AN/PSN-11 (depicted above) is the newest GPS receiver in the Marine Corps inventory and is referred to as the PLGR (plugger), Precision Lightweight GPS Receiver.

RT-1523 OPERATIONS

Loading a Single Channel Frequency into an RT-1523.

	Step
	Action

	1
	Set “FCTN” to LD.

	2
	Set "MODE" to SC.

	3
	Set "CHAN" to desired channel.

	4
	Set "COMSEC" to PT.

	5
	Press "FREQ"; 00000 will be displayed or current frequency.

	6
	Press "CLR"; zeroes will be replaced by lines.

	7
	Enter desired frequency.

	8
	Press "STO."

	9
	Repeat as required.

	10
	Set "FCTN" to normal operating position (SQ ON/OFF).


Clearing a Single Channel Frequency from an RT-1523.

	Step
	Action

	1
	Set “FCTN” to LD.

	2
	Set "MODE" to SC.

	3
	Set "CHAN" to desired channel.

	4
	Press "CLR."

	5
	Press "LOAD/0."

	6
	Press "STO."

	7
	Set "FCTN" to normal operating position (SQ ON/OFF).


Manually Loading Time in the RT-1523.

	Step
	Action

	1
	Set “FCTN” to LD.

	2
	Set "MODE" to FH.

NOTE:  Channel selection doesn’t matter because the time you load will automatically go to all channels.

	3
	Press "TIME" on the keypad; 00 will appear on the left side of the LED.

	4
	Press "CLR" on the keypad; the 00 will be replaced by two lines.

	5
	Enter the last two digits of the Julian date and press "STO" on the keypad.

	6
	Press time again and 00 00 will appear.

	7
	Press "CLR" and the 00 00 will be replaced by four lines.

	8
	Enter "ZULU/GMT" time and press "STO"; if 7 seconds have elapsed between any of these steps, the RT will time out and you will have to start over at Step 3.

	9
	Set "FCTN" to SQ ON/ SQ OFF as desired and attempt to communicate.


Loading Time in the RT-1523 with the AN/PSN-11 PLGR.

Prep the Radio.

	Step
	Action

	1
	Set “FCTN” to LD.

	2
	"CHAN," "MODE," and "COMSEC" selection don’t matter.


On the PLGR.

	Step
	Action

	1
	Turn AN/PSN-11 PLGR on.

	2
	Press "MENU" twice.

	3
	Use (R) arrow to get to SINCGARS.

	4
	Press the "DOWN" triangle:

· GPS will display “TIME NOT GUARANTEED” when you’re not tracking enough satellites

· If you’re tracking enough, the time warning won’t be there

	5
	Press (L) arrow for "ACTIVATE."

	6
	Connect cable to GPS AUDIO CONN and SINCGARS AUDIO/FILL CONN.

	7
	Press "DOWN" triangle once on ACTIVATE.

	8
	GPS will display "SINCGARS PRESS LOAD KEY ON RADIO."

	9
	GPS will display "SINCGARS TIME FILL SUCCESSFUL."

	10
	RT will display "DONE."


PRC-113/VRC-83 CHEAT SHEET

(RT 1319B)

Key Pad Highlights.  In SCR operation,

	Button
	Use

	1, 2, 3
	Only for loading a frequency

	4
	Low Power/ High Power indicator.  If LPR shows in display, low power is being used, not high power.

	6
	GD.  To monitor the international distress frequency (243.00).  When engaged, monitors in squelch.

	7
	SQL.  To turn squelch on or off.

	9
	DF.  When engaged, radio emits a continuous 1 Khz tone.  Good to know for troubleshooting.

	CLW
	To clear the last number entered.

	0/PST
	To enter a frequency into a preset channel or to change between preset channels.

	ENT
	To enter frequencies.


How To Enter A Frequency.

	Step
	Action

	1
	Enter the first 5 numbers of the frequency desired one at a time.  The RT will automatically enter the last number for you.

	2
	If you make a mistake, press the CLW button, and the number will disappear one digit at a time.

	3
	Once the frequency is in, press enter.


How To Change A Frequency.  With the new frequency, repeat the same steps as entering a frequency.

How To Program Preset Frequencies.

	Step
	Action

	1
	Enter the first 5 numbers of the frequency desired one at a time.  The RT will automatically enter the last number for you.

	2
	If you make a mistake, press the CLW button, and the number will disappear one digit at a time.

	3
	Once the frequency appears as you want it, the display will flash.  Select the 0/PST button.

	4
	LP-__ will appear in the display.  Enter the position you want the frequency in.

	5
	Push the ENT button.


How To Move Between Preset Frequencies.

	Step
	Action

	1
	Push the 0/PST button.

	2
	P-__ will appear in the display.  Enter the number of the channel that you want.

	3
	Push the ENT button.


Finding Current Position with the AN/PSN-11 (PLGR).

	Step
	Action

	1
	Turn on the PLGR.

	2
	Push the ON/BRT button.

	3
	Adjust backlighting, if necessary (if utilized, uses more battery power):  push 

· And hold the ON/BRT button.

· The up/down arrows to desired level.

	4
	Set the PLGR to the “continuous mode” (allows the PLGR to continuously track up to five satellites and update changes to position and velocity; high battery use).

	5
	Press the MENU key (this will bring you to the MENU screen) until the SETUP field is displayed.

	6
	Side arrow until SETUP is blinking, then down arrow to select SETUP.

	7
	Side arrow until the word FIX is blinking.

	8
	Down arrow until the word CONT is blinking.

	9
	Push the POS button (this will bring you to the main screen).

	10
	Determine the number of satellites that you are tracking.  You can track 5; you need at least 3 for a fix and 4 for an exact 3D position.  The two screens that you can do this from are both located within the POS area of the software:  the main position screen and the TRACK/SEARCH screen.  The table below lists the steps for both ways

Step

First Way

Second Way

1

Push the POS button.

Push the POS button.

2

Down arrow until the word CONT shows in the upper left corner of the display. This is the main position display.

Down arrow until the words TRACK / SEARCH appear.

3

In the upper right corner of the display the word OLD or a +/- (some #) will be displayed.  The lower the number the better.  If OLD is being displayed, you are not tracking any satellites.

The numbers to the left of the slash (/) indicate the number of satellites you are tracking.  The numbers to the right of the slash (/) indicate the number of satellites that the PLGR is still searching for.

NOTE:  You need to be tracking at least 3, preferably 4, satellites to get a position.  The PLGR will track up to 5 satellites at one time.

	11
	Read the 10 digit grid coordinate for your position.

	12
	Push the POS button.

	13
	Down arrow until the word CONT shows in the upper left corner of the display. This is the main position display.

	14
	On the 3d line of the display is the 10-digit grid.  To give a 6-digit grid, read the first 3 numbers from the 1st group and the first 3 numbers from the 2d group.

NOTE:   If you hit the down arrow, you will be able to view the current time.
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